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1.1 Introduction

1 Diameter Users Guide

The diameter application is a framework for building applications on top of the Diameter protocol.

1.1 Introduction

The diameter application is an implementation of the Diameter protocol as defined by RFC 6733. It supports arbitrary
Diameter applications by way of a dictionary interface that allows messages and AV Ps to be defined and input into
diameter as configuration. It has support for all rolesdefined inthe RFC: client, server and agent. This chapter provides
ashort overview of the application.

A Diameter node is implemented by configuring a service and one or more transports using the interface module
diameter. The service configuration defines the Diameter applications to be supported by the node and, typically,
the capabilities that it should send to remote peers at capabilities exchange upon the establishment of transport
connections. A transport is configured on aservice and provides protocol -specific send/receive functionality by way of
atransport interface defined by diameter and implemented by a transport module. The diameter application provides
two transport modules: diameter_tcp and diameter_sctp for transport over TCP (using gen tcp) and SCTP (using
gen_sctp) respectively. Other transports can be provided by any modul e that implements diameter'stransport interface.

While a service typically implements a single Diameter node (as identified by an Origin-Host AV P), transports can
themselves be associated with capabilities AVPs so that a single service can be used to implement more than one
Diameter node.

Each Diameter application defined on a serviceis configured with a callback module that implements the application
interface through which diameter communicates the connectivity of remote peers, requests peer selection for outgoing
requests, and communicates the reception of incoming Diameter request and answer messages. An application using
diameter implements these application callback modules to provide the functionality of the Diameter node(s) it
implements.

Each Diameter application is also configured with a dictionary module that provide encode/decode functionality
for outgoing/incoming Diameter messages belonging to the application. A dictionary module is generated from
a dictionary file using the diameterc utility. Dictionaries for the RFC 6733 Diameter Common Messages, Base
Accounting and Relay applications are provided with the diameter application.

1.2 Usage

To be written.

1.3 Examples

Example code can be found in the diameter application'sexanpl es subdirectory.

1.4 Standards Compliance

The table below summarizes the diameter application's compliance with RFC 6733. Since the diameter application
isn't aDiameter node on its own, complianceisstrictly the responsibility of the user in many cases, diameter providing
the means for the user to be compliant rather than being compliant on its own.
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1.4 Standards Compliance

The Compliance column notes C (Compliant) if the required functionality is implemented, PC (Partially Compliant)
if there are limitations, NC (Not Compliant) if functionality is not implemented, or a dash if text is informational or
only places requirements that must be met by the user's implementation.

Capitalized Diameter refersto the protocol, lowercase diameter to the Erlang application.

1.4.1 RFC 6733 - Diameter Base Protocol

Section Title Compliance Notes
1 Introduction —
11 Diameter Protocol —
Description of the
111 Document Set o
Conventions Used in This
112 —
Document
It is possible to configure a
3588 dictionary in order to
113 Changesfrom RFC 3588 | — get 3588 semantics, where
the differ from 6733.
12 Terminology —
The dictionary interface
documented in
diameter_dict(4) provides
extensibility, alowing
the user to defined new
AVPs, commands, and
s . applications. Ready
13 Approach to Extensibility dictionaries are provided
for the RFC 6733 common
message, base accounting,
and relay applications,
aswell asfor RFC 7683,
Diameter Overload
Indicator Conveyance.
131 Defining New AVP Vaues | —
New AV Ps can be defined
using the dictionary
132 Creating New AVPs — interface. Both RFC data
formats and extensions are
supported.
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133

Creating New Commands

New commands can
be defined using the
dictionary interface.

134

Creating New Diameter
Applications

New applications can
be defined using the
dictionary interface.

Protocol Overview

Session stateisthe
responsibility of the user.

Therole of a Diameter
node is determined by the
user's implementation.

21

Transport

Ports are configured by the
user: diameter places no
restrictions.

The transport interface
documented in
diameter_transport(3)
allows the user to
implement their own
methods. Ready support
is provided for TCP, TCP/
TLS, and SCTP, but not
DTLS/SCTP.

Multiple connections to
the same peer is possible.
ICMP messages are not
interpreted.

211

SCTP Guidelines

Unordered sending
isconfigurablein
diameter_sctp(3). There
isno specia handling of
DPR/DPA: since a user
that cares about pending
answers should wait for
them before initiating
DPR.

A PPID can be configured
with aagen_sctp
sctp_default_send param
option.
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2.2

Securing Diameter
Messages

DTLSis not supported by
diameter_sctp(3). See aso
2.1

2.3

Diameter Application
Compliance

24

Application Identifiers

The user configures
diameter with the
identifiersto send at
capabilities exchange,
along with corresponding
dictionaries defining

the messages of the
applications.

25

Connections vs. Sessions

Connections are

realized by configuring
transport. Sessions are the
responsibility of the user.

2.6

Peer Table

Routing isimplemented
by the user in callbacks
documented in
diameter_app(3). A peer
table of the documented
form is not exposed to the
user.

2.7

Routing Table

See 2.6. A routing table
of the documented formis
not exposed to the user.

2.8

Role of Diameter Agents

Most role-specific
behaviour isimplemented
by the user. How a

node advertisesitself at
capabilities exchange

is determined by user
configuration.

281

Relay Agents

282

Proxy Agents

2.8.3

Redirect Agents

284

Trandation Agents

oO|lo]l o] o

29

Diameter Path
Authorization

Authorization isthe
responsibility of the user.
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1.4 Standards Compliance

Hop-by-Hop and End-to-
End Identifiers are set by

3 Diameter Header diameter when sending
outgoing requests.
31 Command Codes
Command Code Format Commands ae deﬁ neq
3.2 e as CCF specificationsin
Specification - .
dictionary files.
Diameter Command
3.3 . i
Naming Conventions
Any required padding
4 Diameter AVPs is added by @ameter_
when encoding outgoing
messages.
4.1 AVP Header
411 Optiona Header Elements
4.2 Basic AVP Data Formats
Derived AVP Data Arbitrary derived data
4.3 formats are supported by
Formats _ .
the dictionary interface.
Beware that RFC 6733
changed the DiameterURI
. transport/port defaults
431 g;ﬂrgg:‘m%e;'ved AVP specified in RFC3588.
Relying on the defaults can
result in interoperability
problems.
The M-bit on a component
AVP of aGrouped AVP
that doesnot set M is
ignored: such AVPs are
4.4 Grouped AVP Vaues ot regarded as erroneous
at decode.
Grouped AV Ps are defined
as CCF specificationsin
dictionary files.
441 Example AVP with a
o Grouped Data Type
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4.5

Diameter Base Protocol
AVPs

The base AV Ps are defined
in the common dictionary
provided by diameter.
There are common
dictionaries for both RFC
3588 and RFC 6733 since
the latter made changes to
both syntax and semantics.

Diameter Peers

5.1

Peer Connections

A peer's Diameterldentity
is not required when
initiating a connection:
the identify isreceived at
capabilities exchange, at
which time the connection
can bergjected if the
identity is objectionable.

The number of connections
established depends on

the user's configuration.
Multiple connections per
peer is possible.

52

Diameter Peer Discovery

NC

No form of peer discovery
isimplemented. The

user can implement this
independently of diameter
if required.

5.3

Capabilities Exchange

All supported applications
aresent in CEA. The user
can reject an incoming
CERor CEAina
configured callback.

Both transport security at
connection establishment
and negotiated viaan
Inband-Security AVP are
supported.

531

Capabilities-Exchange-
Request

CER is sent and received
by diameter.

532

Capabilities-Exchange-
Answer

CEA is sent and received
by diameter.

533

Vendor-ld AVP
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534 Firmware-Revison AVP | C
535 Host-1P-Address AVP C
5.3.6 Supported-Vendor-1d AVP | C
5.3.7 Product-Name AVP C
DPA will not be answered
. . with error: a peer that
Disconnecting Peer .
5.4 . C wantsto aavoid arace can
Connections . .
wait for pending answers
before sending DPR.
DPR is sent by diameter in
response to configuration
. : : changes requiring a
54.1 Disconnect-Peer-Request | C connection to be broken.
The user can also send
DPR.
54.2 Disconnect-Peer-Answer | C D.PR Is answered by
diameter.
54.3 Disconnect-Cause AVP C
55 Transport Failure .
’ Detection
DWR is sent and received
by diameter. Callbacks
55.1 Device-Watchdog-Request | C notify the user of
transitionsinto and out of
the OKAY dtate.
55.2 Device-Watchdog-Answer | C DWA Is sent and received
by diameter.
Transport Failure
553 Algorithm c
Failover and Failback
554 Procedures ¢
The election processis
5.6 Peer State Machine PC modified as described in
5.6.4.
56.1 Incoming Connections C
56.2 Events —
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5.6.3

Actions

564

The Election Process

As documented, the
election assumes
knowledge of a peer's
Diameterldentity when
initiating a connection,
which diameter doesn't
reguire. Connections
will be accepted if
configuration allows
multiple connections per
peer to be established

or thereis no existing
connection. Note that the
election processisonly
applicable when multiple
connections per peer is
disallowed.

Diameter Message
Processing

6.1

Diameter Request Routing
Overview

Routing is performed by
the user. A callback from
diameter providesalist
of available suitable peer
connections.

6.1.1

Originating a Request

Requests are constructed
by the user; diameter sets
header fields as defined in
the relevant dictionary.

6.1.2

Sending a Request

6.1.3

Receiving Requests

Loops are detected by
diameter when the return
value of arequest callback
asks that arequest be
forwarded. Loop detection
in other casesisthe
responsibility of the user.

6.1.4

Processing Local Requests

The user decides whether
or not to process a request
locally in the request
callback from diameter.

6.1.5

Request Forwarding

See 2.6.

6.1.6

Request Routing

See2.7.
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6.17 Predictive L.oop See6.1.3
Avoidance
6.1.8 Redirecting Requests See 2.6.
A Route-Record AVP
is appended by diameter
when the return value
6.19 Relaying and Proxying of arequest callback
- Requests asks that arequest be
forwarded. Appending the
AVPin other casesisthe
responsibility of the user.
Answer message are
constructed by the user,
6.2 Diameter Answer except in the case of some
’ Processing protocol errors, in which
case the procedures are
followed.
. . Answers with an unknown
6.2.1 Processing Recefved Hop-by-Hop Identifier are
Answers ;
discarded.
. . Modifying answersisthe
6.2.2 iil;y/vgg and Proxying responsibility of the user in
callbacks from diameter.
The order of AVPsin
an encoded message is
determined by the CCF of
the message in question.
6.3 Origin-Host AVP AVPs defined in the RFC
are defined in dictionaries
provided by diameter.
Their proper usein
application messagesisthe
responsibility of the user.
6.4 Origin-Realm AVP
6.5 Destination-Host AVP
6.6 Destination-Realm AVP
6.7 Routing AV Ps
6.7.1 Route-Record AVP
6.7.2 Proxy-Info AVP
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6.7.3 Proxy-Host AVP C

6.7.4 Proxy-State AVP C

6.8 Auth-Application-ld AVP |C

6.9 Acct-Application-ld AVP | C

6.10 Inband-Security-ld AVP | C See2.1.

- Note that the CCF of this
6.11 Xmlc:(;;isc?r?ﬁlgiIZVP C AVPisnot thesameasin
PP RFC 3588.
6.12 Redirect-Host AVP C
6.13 Redirect-Host-Usage AVP | C
Redirect-Max-Cache-Time

6.14 AVP C
Answers are formulated
by the user in most cases.
Answers setting the E-bit

7 Error Handling C can be sent by diameter
itself in responseto a
reguest that cannot be
handled by the user.

7.1 Result-Code AVP C

711 Informational C

7.1.2 Success C
Result codes 3001, 3002,
3005, and 3007 can be sent

7.13 Protocol Errors C in answers formulated by
diameter, if configured to
do so.
Result code 4003 issent in
CEA if thereisan existing

7.14 Transient Failures c connection to the peer in
guestion and configuration
does not alow more than
one.
M essage reception detects
5001, 5004, 5005, 5008,

7.15 Permanent Failures C 5009, 5010, 5011, 5014,
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1.4 Standards Compliance

admonition of sections 3
and 4.1.

Note that RFC 3588 did
not allow 5xxx result
codes in answers setting
the E-bit, while RFC 6733
does. Thisis a potential
interoperability problem
since the Diameter
protocol version has not
changed.

7.2

Error Bit

7.3

Error-Message AVP

The user can include this
AVP asrequired.

74

Error-Reporting-Host AVP

The user can include this
AVP asrequired.

7.5

Failed-AVP AVP

The user constructs
application-specific
messages, but diameter
providesfailed AVPs

in message callbacks.
Failed component AV Ps
are grouped within the
relevant Grouped AV Ps.

7.6

Experimental-Result AVP

7.7

Experimental-Result-Code
AVP

Diameter User Sessions

Authorization and
accounting AVPs are
defined in provided
dictionaries. Their proper
use is the responsibility of
the user.

8.1

Authorization Session
State Machine

Authorization isthe
responsibility of the
user: diameter does not
implement this state
machine.

8.2

Accounting Session State
Machine

Accounting isthe
responsibility of the
user: diameter does not
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1.4 Standards Compliance

implement this state
machine.

8.3 Server-Initiated Re-Auth
83.1 Re-Auth-Request
8.3.2 Re-Auth-Answer
Session-related messages
and AV Ps are defined
8.4 Session Termination in provided dictionaries.
Their proper useisthe
user's responsibility.
Session-Termination-
8.4.1 Request
8.4.2 Session-Termination-
Answer
Session-related messages
and AV Ps are defined
8.5 Aborting a Session in provided dictionaries.
Their proper useisthe
user's responsibility.
851 Abort-Session-Request
85.2 Abort-Session-Answer
Session-related messages
Inferring Session and AV Ps are defined
8.6 Termination from Origin- in provided dictionaries.
State-1d Their proper useisthe
user's responsibility.
8.7 Auth-Request-Type AVP
8.8 Session-ld AVP
8.9 Authorization-Lifetime
’ AVP
8.10 Auth-Grace-Period AVP
8.11 Auth-Session-State AVP
Re-Auth-Request-Type
8.12 AVP
8.13 Session-Timeout AVP
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8.14 User-Name AVP C
8.15 Termination-Cause AVP | C
8.16 Origin-State-ld AVP C
8.17 Session-Binding AVP C
Session-Server-Failover
8.18 AVP C
Multi-Round-Time-Out
8.19 AVP C
8.20 ClassAVP C
8.21 Event-Timestamp AVP C
Accounting-related
messages and AV Ps
9 Accountin . are defined in provided
9 dictionaries. Their
proper use isthe user's
responsibility.
9.1 Server Directed Model —
9.2 Protocol Messages —
Accounting Application
9.3 Extension and —
Requirements
94 Fault Resilience —
9.5 Accounting Records —
Correlation of Accounting
9.6 —
Records
Accounting Command
9.7 —
Codes
9.7.1 Accounting-Request C
9.7.2 Accounting-Answer C
9.8 Accounting AVPs —
Accounting-Record-Type
9.8.1 AVP C
9.8.2 Acct-Interim-Interval AVP | C
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Accounting-Record-

263 Number AVP

9.84 Acct-Session-Id AVP

9.8.5 Q\C/C;M ulti-Session-Id

0.8.6 Accounting-Sub-Session-
Id AVP

987 Accognting-Realti me-
Required AVP

10 AVP Occurrence Tables

10.1 Base Protocol Command
AVP Table

10.2 Accounting AVP Table

11 IANA Considerations

111 AVP Header

1111 AVP Codes

11.1.2 AVP Flags

112 Diameter Header

1121 Command Codes

1122 Command Flags

113 AVP Values

11.31 i)\(/psrl mental-Result-Code

11.3.2 Result-Code AVP Values

1133 ﬁf/cgﬂ o Record-Type

11.34 \T/:[gaﬂ on-Cause AVP

1135 \F;;dligct-Host-UwgeAVP

11.3.6 Session-Server-Failover

AVP Values
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11.3.7 Session-Binding AVP
Vaues
1138 Disconnect-Cause AVP
Values
11.3.9 Auth-Request-Type AVP
Values
11.3.10 Auth-Session-State AVP
Values
Re-Auth-Request-Type
11311 AVP Vaues
Accounting-Realtime-
11312 Required AVP Values
Inband-Security-1d AVP
11.3.13 (code 299)
_diameters Service
11.4 Name and Port Number
Registration
SCTP Payload Protocol
11.5 "
Identifiers
11.6 S-NAPTR Parameters
12 Diameter Protocol-Related
Configurable Parameters
See?2.1.
13 Security Considerations |Psec is transparent to
diameter.
TLSTCPand DTLY
13.1 SCTP Usage See2.1.
Peer-to-Peer
132 Considerations
13.3 AVP Considerations
14 References
14.1 Normative References
14.2 Informative References

Table 4.1: RFC 6733 Compliance
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2 Reference Manual

The Diameter application is aframework for building applications on top of the Diameter protocol.
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diameter

diameter

Erlang module

Thismodule providestheinterface with which auser canimplement a Diameter node that sends and receives messages
using the Diameter protocol as defined in RFC 6733.

Basic usage consists of creating a representation of a locally implemented Diameter node and its capabilities
with start_service/2, adding transport capability using add_transport/2 and sending Diameter requests and receiving
Diameter answers with call/4. Incoming Diameter requests are communicated as callbacks to a diameter_app(3)
callback modules as specified in the service configuration.

Beware the difference between diameter (not capitalized) and Diameter (capitalized). The former refersto the Erlang
application named diameter whose main api is defined here, the latter to Diameter protocol in the sense of RFC 6733.

The diameter application must be started before calling most functionsin this module.

DATA TYPES

Addr ess()

D aneterldentity()
G ouped()

Cctet String()

Ti me()

Unsi gned32()
UTF8St ri ng()

Types corresponding to RFC 6733 AVP Data Formats. Defined in diameter_dict(4).
el apsed_time()

Elapsed time since a given time.
application_alias() = tern()

Nameidentifying a Diameter application in service configuration. Passed to call/4 when sending requests defined
by the application.

application_nodule() = Mod | [Mod | ExtraArgs] | #dianeter_call back{}

Mbd = atom()
ExtraArgs = list()

Module implementing the callback interface defined in diameter_app(3), along with any extra arguments to be
appended to those documented. Note that extra arguments specific to an outgoing request can be specified to
call/4, in which case those are appended to any module-specific extra arguments.

Specifying a#di anmet er _cal | back{} record alows individual functions to be configured in place of the
usua diameter_app(3) callbacks. Seedi anet er _cal | back. er| for details.

application_opt ()
Options defining a Diameter application. Has one of the following types.
{alias, application_alias()}

Unique identifier for the application in the scope of the service. Defaults to the value of thedi cti onary
option.
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{dictionary, atom()}

Name of an encode/decode module for the Diameter messages defined by the application. These modules
are generated from files whose format is documented in diameter_dict(4).

{modul e, application_nodul e()}

Callback module in which messages of the Diameter application are handled. See diameter_app(3) for the
required interface and semantics.

{state, term()}

Initial callback state. Theprevailing stateis passed to some diameter_app(3) callbacks, which canthen return
anew state. Defaults to the value of theal i as option.

{call _nutates_state, true|fal se}
Whether or not the pick_peer/4 application callback can modify the application state. Defaultsto f al se.

Warning:

pick peer/4 callbacks are serialized when this option is t r ue, which is a potential performance
bottleneck. A simple Diameter client may suffer no ill effects from using mutable state but a server or
agent that responds to incoming request should probably avoid it.

{answer _errors, callback|report|discard}
Manner in which incoming answer messages contai ning decode errors are handled.

If cal | back then errorsresult in ahandle_answer/4 callback in the same fashion as for handle_request/3,
with errors communicated in the er r or s field of the #di amet er _packet {} passed to the callback. If
report thenananswer containing errorsis discarded without a callback and awarning report iswritten to
thelog. If di scar d then an answer containing errorsis silently discarded without a callback. In both the
report and di scar d cases the return value for the call/4 invocation in question is as if a callback had
taken placeand returned { error, failure}.

Defaultstodi scar d.
{request _errors, answer_3xxx|answer | cal | back}

Manner in  which incoming requests are handled when an error other than 3007
(DIAMETER_APPLICATION_UNSUPPORTED, which cannot be associated with an application callback
module), is detected.

If answer _3xxXx then requests are answered without ahandle_request/3 callback taking place. If answer
then even 5xxx errors are answered without a callback unless the connection in question has configured the
RFC 3588 common dictionary as hoted below. If cal | back then ahandle_request/3 callback alwaystakes
place and its return value determines the answer sent to the peer, if any.

Defaultsto answer _3xxX.

Answers sent by diameter set the E-bit in the Diameter Header. Since RFC 3588 allows only 3xxx
result codes in an answer - message, answer has the same semantics as answer _3xxx when
the transport in question has been configured with di amret er _gen_base_r f ¢3588 asits common
dictionary. Since RFC 6733 allows both 3xxx and 5xxx result codes in an answer - nessage, a
transport with di anet er _gen_base_r f c6733 asitscommon dictionary does distinguish between
answer _3xxx and answer .

18 | Ericsson AB. All Rights Reserved.: Diameter



diameter

cal | _opt ()
Options available to call/4 when sending an outgoing Diameter request. Has one of the following types.
{extra, list()}

Extra arguments to append to callbacks to the callback module in question. These are appended to any extra
arguments configured on the callback itself. Multiple options append to the argument list.

{filter, peer filter()}

Filter to apply to the list of available peers before passing it to the pick peer/4 callback for the application
in question. Multiple options are equivalent asingle al | filter on the corresponding list of filters. Defaults
tonone.

{peer, dianeter_app: peer_ref()}

Peer to which the request in question can be sent, preempting the selection of peers having advertised support
for the Diameter application in question. Multiple options can be specified, and their order is respected in
the candidate lists passed to a subsequent pick_peer/4 callback.

{timeout, Unsigned32()}
Number of milliseconds after which the request should timeout. Defaults to 5000.
det ach

Cause call/4 to return ok as soon as the request in question has been encoded, instead of waiting for and
returning the result from a subsequent handle_answer/4 or handle_error/4 callback.

Aninvalid option will cause call/4 to fail.
capabi lity()

AVP values sent in outgoing CER or CEA messages during capabilities exchange. Can be configured both on a
service and atransport, values on the latter taking precedence. Has one of the following types.

{"Origin-Host', Dianeterldentity()}
{"Oigin-Realm, D aneterldentity()}
{' Host -1 P- Address', [Address()]}

An address list is available to the start function of a transport module, which can return a new list for use
in the subsequent CER or CEA. Host-IP-Address need not be specified if the transport module in question
communicates an address list as described in diameter_transport(3)

"Vendor-1d', Unsigned32()}
" Product - Nane', UTF8String()}
"Origin-State-1d', Unsigned32()}

Origin-State-1d is optiona but, if configured, will be included in outgoing CER/CEA and DWR/DWA
messages. Setting a value of 0 (zero) is equivalent to not setting a value, as documented in RFC 6733. The
function origin_state id/0 can be used asto retrieve avalue that is computed when the diameter application
is started.

' Supported-Vendor-1d', [Unsigned32()]}
"Aut h- Application-1d', [Unsigned32()]}
"I nband- Security-1d', [Unsigned32()]}

Inband-Security-ld defaults to the empty list, which is equivalent to a list containing only 0O
(NO_INBAND_SECURITY). If 1 (TLS) is specified then TLS is selected if the CER/CEA received from
the peer offersit.

{"Acct-Application-1d', [Unsigned32()]}
{' Vendor - Speci fic-Application-1d", [Gouped()]}

Lt Nt e

latn Nt Wann
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{" Fi rnwar e- Revi sion', Unsigned32()}

Note that each tuple communicates one or more AVP values. It is an error to specify duplicate tuples.
eval () = {MF A | fun() | [eval() | Al

An expression that can be evaluated as a function in the following sense.

eval ([{MF, A | T]) ->
apply(M F, T ++ A);
eval ([[FIAl | T]) ->
eval ([F | T ++ Al);
eval ([F|Al) ->
appl y(F, A);
eval (F) ->
eval ([F]).

Applying aneval () Etoanargument list Aismeant in the sense of eval ([ E| A]) .

War ning:

Beware of using fun expressions of theform f un Nane/ Ari t y in situationsin which the fun is not short-
lived and code is to be upgraded at runtime since any processes retaining such a fun will have a reference
to old code. In particular, such avalueistypically inappropriate in configuration passed to start_service/2 or
add_transport/2.

peer filter() = term))
Filter passed to call/4 in order to select candidate peersfor apick_peer/4 callback. Has one of the following types.
none
Matches any peer. Thisis a convenience that provides afilter equivalent to no filter.
host

Matches only those peerswhose Origin-Host has the same val ue as Destination-Host in the outgoing request
in question, or any peer if the request does not contain a Destination-Host AVP.

real m

Matches only those peers whose Origin-Realm has the same value as Destination-Realm in the outgoing
request in question, or any peer if the request does not contain a Destination-Realm AVP.

{host, any|Di ameterldentity()}

Matches only those peers whose Origin-Host has the specified value, or all peersif the atom any.
{realm any|Di anmeterldentity()}

Matches only those peers whose Origin-Realm has the specified value, or al peersif the atom any.
{eval, eval ()}

Matches only those peers for which the specified eval () returnst r ue when applied to the connection's
di anmet er _caps record. Any other return value or exception isequivaenttof al se.

{neg, peer _filter()}
Matches only those peers not matched by the specified filter.
{all, [peer _filter()]}
Matches only those peers matched by each filter in the specified list.
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{any, [peer_filter()]}

Matches only those peers matched by at least onefilter in the specified list. Theresulting list will bein match
order, peers matching the first filter of the list sorting before those matched by the second, and so on.

{first, [peer_filter()]}

Like any, but stops at the first filter for which there are matches, which can be much more efficient when
there are many peers. For example, the following filter causes only peers best matching both the host and
realm filters to be presented.

{first, [{all, [host, realm}, realn}

Aninvalidfilter isequivalent to{ any, [ ] } , afilter that matches no peer.

Note:

The host and r eal mfilters cause the Destination-Host and Destination-Realm AVPs to be extracted
from the outgoing request, assuming it to be a record- or list-valued di anet er _codec: nessage(),
and assuming a most one of each AVP. If this is not the case then the {host|
realm Dianeterldentity()} filters must be used to achieve the desired result. An empty
D anet erl dentity() (whichshouldnotbetypical) matchesall hosts/'realmsfor the purposesof filtering.

War ning:

A host filter is not typically desirable when setting Destination-Host since it will remove peer agents from
the candidates list.

service_event () = #dianeter_event{service = service_nane(), info =
service_event _info()}

An event message sent to processes that have subscribed to these using subscribe/1.
service_event _info() = term)
Thei nf o field of aservice _event() record. Can have one of the following types.

start
stop

The service is being started or stopped. No event precedesast art event. No event followsast op event,
and this event implies the termination of all transport processes.

{up, Ref, Peer, Config, Pkt}

{up, Ref, Peer, Config}
{down, Ref, Peer, Config}

Ref = transport_ref()

Peer = di anet er _app: peer ()

Config = {connect|listen, [transport_opt()]}
Pkt = #di amet er _packet {}

The RFC 3539 watchdog state machine has transitioned into (up) or out of (down) the OKAY state. If a
#di amet er _packet {} ispresentinanup event then there has been a capabilities exchange on anewly
established transport connection and the record contains the received CER or CEA.

Note that a single up or down event for a given peer corresponds to multiple peer_up/3 or peer_down/3
callbacks, one for each of the Diameter applications negotiated during capabilities exchange. That is, the
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event communicates connectivity with the peer as a whole while the callbacks communicate connectivity
with respect to individual Diameter applications.

{reconnect, Ref, Opts}

Ref
Opt s

transport _ref()
[transport_opt ()]

A connecting transport is attempting to establish/reestablish a transport connection with a peer following
connect_timer or watchdog_timer expiry.

{cl osed, Ref, Reason, Config}

Ref = transport_ref()
Config = {connect|listen, [transport_opt()]}

Capabilities exchange has failed. Reason can have one of the following types.
{*CER, Result, Caps, Pkt}

Result = ResultCode | {capabilities_cb, CB, ResultCode|di scard}
Caps = #di amet er _caps{}

Pkt = #di anet er _packet {}

Resul t Code = integer ()

CB = eval ()

Anincoming CER has been answered with the indicated result code, or discarded. Caps contains pairs
of values, for the local node and remote peer respectively. Pkt contains the CER in question. In the
case of rejection by a capabilities callback, the tuple contains the rejecting callback.

{*CER , Caps, {ResultCode, Pkt}}

Resul t Code = integer ()
Caps = #di anmet er _caps{}
Pkt = #di anet er _packet {}

An incoming CER contained errors and has been answered with the indicated result code. Caps
contains values for the local node only. Pkt contains the CER in question.

{*CER, tinmeout}
An expected CER was not received within capx_timeout of connection establishment.

{'CEA", Result, Caps, Pkt}

Result = ResultCode | aton{) | {capabilities_cb, CB, ResultCode|discard}
Caps = #di anet er _caps{}

Pkt = #di anet er _packet{}

Resul t Code = integer ()

Anincoming CEA has been rejected for the indicated reason. Aninteger-valued Resul t indicatesthe
result code sent by the peer. Caps contains pairs of values for the local node and remote peer. Pkt
contains the CEA in question. In the case of rejection by a capabilities callback, the tuple contains the
rejecting callback.
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{' CEA', Caps, Pkt}

Caps
Pkt

#di amet er _caps{}
#di amet er _packet {}

An incoming CEA contained errors and has been rejected. Caps contains only values for the local
node. Pkt contains the CEA in question.

{'CEA, tinmeout}
An expected CEA was not received within capx_timeout of connection establishment.
{wat chdog, Ref, PeerRef, {From To}, Config}

Ref = transport_ref()

Peer Ref = di anet er _app: peer _ref ()

From To = initial | okay | suspect | down | reopen
Config = {connect|listen, [transport_opt()]}

An RFC 3539 watchdog state machine has changed state.
any()

For forward compatibility, a subscriber should be prepared to receive info fields of forms other than the
above.

service_nane() = term)

Name of a service as passed to start_service/2 and with which the service isidentified. There can be at most one

service with a given name on a given node. Note that erlang:make_ref/0 can be used to generate a service name
that is somewhat unique.

service_opt ()
Option passed to start_service/2. Can beany capabi | it y() aswell asthe following.
{application, [application_opt()]}
A Diameter application supported by the service.

A service must configure one tuple for each Diameter application it intends to support. For an outgoing
request, the relevant appl i cati on_al i as() is passed to cal/4, while for an incoming request the

application identifier in the message header determines the application, the identifier being specified in the
application's dictionary file.

The capabilities advertised by a node must match its configured applications. In particular,

appl i cati on configuration must be matched by corresponding capability() configuration, of *-
Application-1d AVPsin particular.

{decode_format, record | list | map | none}

Theformat of decoded messagesand grouped AV Psinthensg field of diameter_packet recordsandval ue
field of diameter_avp records respectively. If r ecor d then arecord whose definition is generated from the
dictionary filein question. If I i st or map thena[ Name | Avps] pair where Avps isalist of AVP
name/values pairs or amap keyed on AV P namesrespectively. If none then the atom-value message name,
or undef i ned for aGrouped AVP. See also diameter_codec:message().

Defaultstor ecor d.
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AVPs are decoded into a list of diameter_avp records in avps field of diameter_packet records
independently of decode_f or mat .

{restrict_connections, false | node | nodes | [node()] | eval ()}

The degree to which the service allows multiple transport connections to the same peer, asidentified by its
Origin-Host at capabilities exchange.

If [ node()] then aconnection is rejected if another already exists on any of the specified nodes. Types
f al se, node, nodes and eval() are equivalent to [ ], [ node()], [ node() | nodes()] and the
evaluated value respectively, evaluation of each expression taking place whenever anew connectionisto be
established. Note that f al se allows an unlimited number of connections to be established with the same
peer.

Multiple connections are independent and governed by their own peer and watchdog state machines.

Defaultsto nodes.

{sequence, {H/N} | eval ()}

A constant value Hfor thetopmost 32- Nbits of of 32-bit End-to-End and Hop-by-Hop Identifiers generated
by the service, either explicitly or as a return value of a function to be evaluated at start_service/2. In
particular, an identifier | d is mapped to a new identifier as follows.

(Hbsl N bor (Id band ((1 bsl N) - 1))

Note that RFC 6733 requires that End-to-End Identifiers remain unique for a period of at least 4 minutes
and that this and the call rate places alower bound on appropriate values of N: at a rate of R requests per
second, an N-bit counter traverses al of itsvaluesin (1 bsl N) div (R*60) minutes, so the bound
is4*R*60 =< 1 bsl N

Nmust lieintherange 0. . 32 and Hmust be anon-negative integer lessthan1 bsl (32-N).
Defaultsto{ 0, 32} .

Multiple Erlang nodes implementing the same Diameter node should be configured with different
sequence masks to ensure that each node uses a unique range of End-to-End and Hop-by-Hop Identifiers
for outgoing requests.

{share_peers, boolean() | [node()] | eval ()}

Nodes to which peer connections established on the local Erlang node are communicated. Shared peers
become available in the remote candidates list passed to pick _peer/4 calbacks on remote nodes whose
services are configured to use them: seeuse_shar ed_peer s below.

If f al se then peers are not shared. If [ node() ] then peers are shared with the specified list of nodes. If
eval () then peersare shared with the nodes returned by the specified function, evaluated whenever a peer
connection becomes available or a remote service requests information about local connections. The value
trueisequivalenttof un erl ang: nodes/ 0. Thevaluenode() inalistisignored, so acollection of
services can al be configured to share with the same list of nodes.

Defaultstof al se.
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Peers are only shared with services of the same name for the purpose of sending outgoing requests. Since
thevalue of theapplication_opt() al i as, passedto call/4, isthe handlefor identifying apeer asasuitable
candidate, services that share peers must use the same aliases to identify their supported applications.
They should typically also configure identical capabilities(), since by sharing peer connections they are
distributing the implementation of a single Diameter node across multiple Erlang nodes.

{strict_arities, boolean() | encode | decode}

Whether or not to require that the number of AVPsin amessage or grouped AV P agree with those specified
inthe dictionary in question when passing messagesto diameter_app(3) callbacks. If t r ue then mismatches
in an outgoing messages cause message encoding to fail, while mismatches in an incoming message are
reported as 5005/5009 errorsin the errorsfield of the diameter_packet record passed to handle_request/3 or
handle_answer/4 callbacks. If f al se then neither error is enforced/detected. If encode or decode then
errors are only enforced/detected on outgoing or incoming messages respectively.

Defaultstot r ue.

Disabling arity checks affects the form of messages at encode/decode. In particular, decoded AV Ps are
represented as lists of values, regardless of the AVP's arity (ie. expected number in the message/AVP
grammar in question), and values are expected to be supplied as lists at encode. This differs from the
historic decode behaviour of representing AV Ps of arity 1 as bare values, not wrapped in alist.

{string_decode, boolean()}

Whether or not to decode AVPs of type OctetString() and its derived types Diameterldentity(),
DiameterURI(), IPFilterRule(), QoSFilterRule(), and UTF8String(). If t r ue then AVPs of these types are
decoded to string(). If f al se then values are retained as binary().

Defaultstot r ue.

War ning:

Thisoption should besettof al se sinceasufficiently malicious peer can otherwise cause large amounts
of memory to be consumed when decoded Diameter messages are passed between processes. The default
value is for backwards compatibility.

{traffic_counters, boolean()}

Whether or not to count application-specific messages; thosefor which diameter_app(3) callbackstake place.
If false then only messages handled by diameter itself are counted: CER/CEA, DWR/DWA, DPR/DPA.

Defaultstot r ue.

Disabling countersis a performance improvement, but means that the omitted counters are not returned
by service info/2.

{use_shared_peers, boolean() | [node()] | eval ()}

Nodes from which communicated peers are made available in the remote candidates list of pick peer/4
callbacks.
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If f al se then remote peersare not used. If [ node() ] then only peers from the specified list of nodes are
used. If eval () then only peersreturned by the specified function are used, evaluated whenever aremote
service communicates information about an avail able peer connection. Thevaluet r ue isequivalenttof un
er| ang: nodes/ 0. Thevaluenode() inalistisignored.

Defaultstof al se.

A service that does not use shared peers will always pass the empty list as the second argument of
pick_peer/4 callbacks.

Sending arequest over a peer connection on a remote node is less efficient than sending it over alocal
connection. It may be preferable to make use of the service opt() restri ct _connecti ons and
maintain a dedicated connection on each node from which requests are sent.

{bi ns_i nfo, boolean() | non_neg_integer()}

This option isonly used when when the service_info/1 function is called. The point isthat in a system under
heavy load, the heap can contain alot of binaries, so counting them all (and there size's) can be costly.

If t r ue then the binaries on the heap are counted. If f al se info about binaries on the heap is not collected.
If non_neg_i nt eger () thehinaries on the heap are counted, up to this point.

Defaultstot r ue.
transport _opt()

Any transport option except applications, capabilities, transport_config, and
transport _nmodul e. Used as defaults for transport configuration, values passed to add_transport/2
overriding values configured on the service.

transport_opt ()
Option passed to add_transport/2. Has one of the following types.
{applications, [application_alias()]}

Diameter applications to which the transport should be restricted. Defaultsto all applications configured on
the service in question. Applications not configured on the service in question are ignored.

The capabilities advertised by a node must match its configured applications. In particular, setting

appl i cati ons on atransport typically implies having to set matching *-Application-ld AVPsin a
capabilities() tuple.

{avp_dictionaries, [rodule()]}

A list of alternate dictionary modules with which to encode/decode AVPs that are not defined by the
dictionary of the application in question. At decode, such AV Ps are represented as diameter_avp recordsin
the' AVP' field of a decoded message or Grouped AVP, the first aternate that succeeds in decoding the
AVP setting the record's value field. At encode, valuesinan' AVP' list can be passed as AV P name/value
2-tuples, and it is an encode error for no alternate to define the AVP of such atuple.

Defaults to the empty list.
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The motivation for alternate dictionaries is RFC 7683, Diameter Overload Indication Conveyance
(DOIC), which defines AV Ps to be piggybacked onto existing application messages rather than defining
an application of its own. The DOIC dictionary is provided by the diameter application, as module
di amet er _gen_doi c_r f ¢7683, but alternate dictionaries can be used to encode/decode any set of
AV Ps not known to an application dictionary.

{capabilities, [capability()]}

AVPs used to construct outgoing CER/CEA messages. Values take precedence over any specified on the
service in question.
Specifying a capability as atransport option may be particularly appropriate for Inband-Security-1d, in case
TLSisdesired over TCP asimplemented by diameter_tcp(3).

{capabilities_ch, eval ()}

Callback invoked upon reception of CER/CEA during capabilities exchange in order to ask whether or not
the connection should be accepted. Appliedtothet r ansport _ref () and#di anet er _caps{} record
of the connection.

The return value can have one of the following types.
ok

Accept the connection.
i nteger()

Causes an incoming CER to be answered with the specified Result-Code.
di scard

Causes an incoming CER to be discarded without CEA being sent.
unknown

Equivalent to returning 3010, DIAMETER_UNKNOWN_PEER.

Returning anything but ok or a2xxx seriesresult code causesthe transport connection to be broken. Multiple
capabilities_cb options can be specified, in which case the corresponding callbacks are applied until either
all return ok or one does not.

{capx_tineout, Unsigned32()}

Number of milliseconds after which a transport process having an established transport connection will be
terminated if the expected capabilities exchange message (CER or CEA) is not received from the peer. For
a connecting transport, the timing of connection attemptsis governed by connect_timer or watchdog_timer
expiry. For alistening transport, the peer determines the timing.

Defaults to 10000.
{connect _tiner, Tc}

Tc = Unsi gned32()

For aconnecting transport, the RFC 6733 Tctimer, in milliseconds. Thistimer determinesthe frequency with
which atransport attemptsto establish an initial connection with its peer following transport configuration.
Once an initial connection has been established, watchdog_timer determines the frequency of reconnection
attempts, as required by RFC 3539.
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For a listening transport, the timer specifies the time after which a previously connected peer will be
forgotten: aconnection after thistimeisregarded asaninitial connection rather than reestablishment, causing
the RFC 3539 state machine to pass to state OKAY rather than REOPEN. Note that these semantics are
not governed by the RFC and that alistening transport's connect_timer should be greater than its peer's Tw
plusjitter.

Defaults to 30000 for a connecting transport and 60000 for a listening transport.

{di sconnect_ch, eval ()}

Callback invoked prior to terminating the transport process of a transport connection having watchdog
state OKAY. Applied to application|service|transport and the transport_ref() and
di amet er _app: peer () in question; appl i cati on indicates that the diameter application is being
stopped, ser vi ce that the service in question is being stopped by stop_service/l, and t r ansport that
the transport in question is being removed by remove_transport/2.

The return value can have one of the following types.
{dpr, [option()]}

Send Disconnect-Peer-Request to the peer, the transport process being terminated following reception
of Disconnect-Peer-Answer or timeout. An opt i on() can be one of the following.

{cause, O] rebooting| 1| busy| 2| goaway}

Disconnect-Cause to send, REBOOTI NG, BUSY and DO NOT_WANT_TO TALK_TO YQU
respectively. Defaults to r eboot i ng for Reason=ser vi ce| appl i cati on and goaway
for Reason=transport.

{timeout, Unsigned32()}

Number of milliseconds after which the transport process is terminated if DPA has not been
received. Defaults to the value of dpa_timeout.

dpr

Equivalentto{dpr, []}.
cl ose

Terminate the transport process without Disconnect-Peer-Request being sent to the peer.
i gnore

Equivalent to not having configured the callback.

Multiple disconnect_ch options can be specified, in which case the corresponding callbacks are applied until
one of them returnsavaue other thani gnor e. All callbacksreturningi gnor e isequivalent to not having
configured them.

Defaultsto asingle callback returning dpr .

{dpa_timeout, Unsigned32()}

Number of milliseconds after which atransport connection isterminated foll owing an outgoing DPR if DPA
is not received.

Defaults to 1000.

{dpr _tinmeout, Unsigned32()}

Number of milliseconds after which atransport connection is terminated following an incoming DPR if the
peer does not close the connection.

Defaults to 5000.
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{incom ng_maxl en, 0..16777215}

Bound on the expected size of incoming Diameter messages. Messages larger than the specified number of
bytes are discarded.

Defaultsto 16777215, the maximum value of the 24-bit Message Length field in a Diameter Header.
{length_errors, exit|handl e|discard}

How to deal with errors in the Message Length field of the Diameter Header in an incoming message. An
error in this context is that the length is not at least 20 bytes (the length of a Header), is not a multiple of
4 (avalid length) or is not the length of the message in question, as received over the transport interface
documented in diameter_transport(3).

If exi t then the transport process in question exits. If handl e then the message is processed as usual,
a resulting handle _request/3 or handle_answer/4 callback (if one takes place) indicating the 5015 error
(DIAMETER_INVALID_MESSAGE_LENGTH). If di scar d then the message in question is silently
discarded.

Defaultstoexi t .

The default value reflects the fact that a transport module for a stream-oriented transport like TCP may
not be able to recover from a message length error since such a transport must use the Message Length
header to divide the incoming byte stream into individual Diameter messages. An invalid length leaves
it with no reliable way to rediscover message boundaries, which may result in the failure of subsegquent
messages. See diameter_tcp(3) for the behaviour of that module.

{pool _size, pos_integer()}

Number of transport processesto start. For alistening transport, determines the size of the pool of accepting
transport processes, a larger number being desirable for processing multiple concurrent peer connection
attempts. For a connecting transport, determines the number of connections to the peer in question that will
be attempted to be establshed: the service opt(): restri ct _connecti ons should also be configured
on the service in question to allow multiple connections to the same peer.

{spawn_opt, [tern()] | {MF, A}}

An options list passed to erlang:spawn_opt/2 to spawn a handler process for an incoming Diameter request
on the local node, or an MFA that returns the pid of a handler process.

Options moni t or and | i nk are ignored in the list-valued case. An MFA is applied with an additional
term prepended to its argument list, and should return either the pid of the handler process that invokes
di ameter _traffic:request/1 on the argument in order to process the request, or the atom
di scar d. The handler process need not be local, and diameter need not be started on the remote node, but
diameter and relevant application callbacks must be on the code path.

Defaults to the empty list.
{strict_capx, boolean()]}

Whether or not to enforce the RFC 6733 requirement that any message before capabilities exchange should
close the peer connection. If false then unexpected messages are discarded.

Defaults to true. Changing this results in non-standard behaviour, but can be useful in case peers are known
to be behave badly.
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{strict_nbit, boolean()}

Whether or not to regard an AVP setting the M-bit as erroneous when the command grammar in
guestion does not explicitly alow the AVP. If t rue then such AVPs are regarded as 5001 errors,
DIAMETER_AVP_UNSUPPORTED. If f al se then the M-bit is ignored and policing it becomes the
receiver's responsibility.

Defaultstot r ue.

RFC 6733 isunclear about the semantics of the M-bit. One the one hand, the CCF specificationin section
3.2 documents AVP in a command grammar as meaning any arbitrary AVP; on the other hand, 1.3.4
states that AV Ps setting the M-bit cannot be added to an existing command: the modified command must
instead be placed in a new Diameter application.

The reason for the latter is presumably interoperability: allowing arbitrary AVPs setting the M-bit
in a command makes its interpretation implementation-dependent, since there's no guarantee that all
implementations will understand the same set of arbitrary AVPs in the context of a given command.
However, interpreting AVP in a command grammar as any AVP, regardless of M-bit, renders 1.3.4
meaningless, since the receiver can simply ignore any AVP it thinks isn't relevant, regardless of the
sender's intent.

Beware of confusing mandatory in the sense of the M-bit with mandatory in the sense of the command
grammar. The former is a semantic requirement: that the receiver understand the semantics of the AVP
in the context in question. The latter is a syntactic requirement: whether or not the AVP must occur in
the message in question.

{transport_config, term()}
{transport_config, term(), Unsigned32() | infinity}

Term passed as the third argument to the start/3 function of the relevant transport module in order to start
atransport process. Defaults to the empty list.

The 3-tuple form additionally specifies an interval, in milliseconds, after which a started transport process
should be terminated if it has not yet established a connection. For example, the following options on a
connecting transport request aconnection with one peer over SCTP or another (typically the same) over TCP.

{transport_nodul e, dianeter_sctp}
{transport_config, SctpOpts, 5000}
{transport_nodul e, dianeter_tcp}
{transport_config, TcpOpts}

To listen on both SCTP and TCP, define one transport for each.
{transport_nodule, atom()}
M oduleimplementing atransport processasdefined in diameter_transport(3). Defaultstodi anet er _t cp.

Multiplet r ansport _nodul e and transport_config options are allowed. The order of theseis significant
in this case (and only in this case), at ransport _nodul e being paired with the first transport_config
following it in the options list, or the default value for trailing modules. Transport starts will be attempted
with each of the modulesin order until one establishes a connection within the corresponding timeout (see
below) or al fail.

{wat chdog_confi g, [{okay|suspect, non_neg_integer()}]}

Configuration that alters the behaviour of the watchdog state machine. On key okay, the non-negative
number of answered DWR messages before transitioning from REOPEN to OKAY. Onkey suspect , the
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number of watchdog timeouts before transitioning from OKAY to SUSPECT when DWR is unanswered,
or 0 to not make the transition.

Defaultsto[ { okay, 3}, {suspect, 1}].Notspecifyingakey isequivalent to specifying the default
value for that key.

The default value is as required by RFC 3539: changing it results in non-standard behaviour that should
only be used to simulate misbehaving nodes during test.

{wat chdog tinmer, Twinit}

Twinit = Unsi gned32()
| {MF A

The RFC 3539 watchdog timer. An integer value isinterpreted as the RFC's Twinit in milliseconds, ajitter
of £ 2 seconds being added at each rearming of the timer to compute the RFC's Tw. An MFA is expected
to return the RFC's Tw directly, with jitter applied, allowing the jitter calculation to be performed by the
callback.

An integer value must be at least 6000 as required by RFC 3539. Defaults to 30000.

Unrecognized options are silently ignored but are returned unmodified by service info/2 and can be referred to
in predicate functions passed to remove_transport/2.

transport _ref() = reference()
Reference returned by add_transport/2 that identifies the configuration.

Exports

add_transport (SvcNane, {connect|listen, [Opt]}) -> {ok, Ref} | {error,
Reason}

Types:
SvcNanme = service_nane()
Opt = transport_opt()
Ref = transport_ref()
Reason = term()

Add transport capability to a service.

The service will start transport processes as required in order to establish a connection with the peer, either by
connecting to the peer (connect ) or by accepting incoming connection requests (I i st en). A connecting transport
establishes transport connections with at most one peer, an listening transport potentially with many.

The diameter application takes responsibility for exchanging CER/CEA with the peer. Upon successful completion of
capabilities exchange the service calls each relevant application module's peer_up/3 callback after which the caller can
exchange Diameter messages with the peer over thetransport. In addition to CER/CEA, the servicetakes responsibility
for the handling of DWR/DWA and required by RFC 3539, aswell asfor DPR/DPA.

The returned reference uniquely identifies the transport within the scope of the service. Note that the function returns
before atransport connection has been established.
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It is not an error to add a transport to a service that has not yet been configured: a service can be started after
configuring its transports.

cal | (SvcNane, App, Request, [Opt]) -> Answer | ok | {error, Reason}
Types:

SvcNane = service_nane()

App = application_alias()

Request = di aneter_codec: nessage() | di aneter_codec: packet ()

Answer = term)

Opt = call _opt()
Send a Diameter request message.
App specifies the Diameter application in which the request is defined and callbacks to the corresponding callback
module will follow as described below and in diameter_app(3). Unlessthedet ach optionisspecified, thecall returns
either when an answer message is received from the peer or an error occurs. In the answer case, the return value is as
returned by a handle_answer/4 callback. In the error case, whether or not the error is returned directly by diameter or

fromahandle_error/4 callback dependson whether or not the outgoing request is successfully encoded for transmission
to the peer, the cases being documented bel ow.

If there are no suitable peers, or if pick_peer/4 rejectsthem by returning f al se,then{ error, no_connecti on}
isreturned. Otherwise pick _peer/4 isfollowed by aprepare _request/3 callback, the message is encoded and then sent.

There are several error cases which may prevent an answer from being received and passed to a handle_answer/4
callback:

« If the initial encode of the outgoing request fails, then the request process fails and { er r or, encode} is
returned.

e |f therequest is successfully encoded and sent but the answer times out then ahandle_error/4 callback takes place
with Reason = ti neout.

» |If therequest is successfully encoded and sent but the service in question is stopped before an answer is received
then ahandle_error/4 callback takes place with Reason = cancel .

«  |f thetransport connection with the peer goes down after the request has been sent but before an answer has been
received then an attempt is made to resend the request to an alternate peer. If no such peer is available, or if the
subsequent pick _peer/4 callback rejects the candidates, then ahandle_error/4 callback takes place with Reason
= fail over. If apeerisseected then a prepare retransmit/3 callback takes place, after which the semantics
are the same as following an initia prepare_request/3 callback.

« |If an encode error takes place during retransmission then the request process failsand { err or, fai | ur e} is
returned.

« |f an application callback made in processing the request fails (pick_peer, prepare _request, prepare_retransmit,
handle_answer or handle_error) then either { er r or, encode} or{error, fail ure} isreturned depending
on whether or not there has been an attempt to send the request over the transport.

Note that { er r or, encode} isthe only return value which guarantees that the request has not been sent over the
transport connection.

origin_state_id() -> Unsigned32()
Return areasonable value for use as Origin-State-1d in outgoing messages.
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The value returned is the number of seconds since 19680120T031408Z, the first value that can be encoded as a
Diameter Ti ne( ) , at the time the diameter application was started.

renove_transport (SvcName, Pred) -> ok | {error, Reason}

Types:
SvcName = service_nane()
Pred = Fun | MFA | transport _ref() | list() | true | false

Fun = fun((transport_ref(), connect|listen, list()) -> boolean())
| fun((transport_ref(), list()) -> boolean())
| fun((list()) -> boolean())
MFA = {atonm(), atom(), list()}
Reason = term()
Remove previously added transports.

Pr ed determineswhich transportsto remove. An arity-3-valued Pr ed removesall transportsfor which Pr ed( Ref ,
Type, Opts) returnstrue, where Type and Opt s are as passed to add_transport/2 and Ref isas returned by it.
The remaining forms are equivalent to an arity-3 fun as follows.

Pred = fun(transport _ref(), list()): fun(Ref, _, Opts) -> Pred(Ref, Opts) end
Pred = fun(list()): fun(_, _, Opts) -> Pred(Opts) end

Pred = transport_ref(): fun(Ref, _, ) -> Pred == Ref end

Pred = list(): fun(_, _, Opts) ->[] == Pred -- Opts end
Pred = true: fun(_, _, ) ->true end

Pred = fal se: fun(_, _, ) -> false end

Pred = {MF, A: fun(Ref, Type, Opts) -> apply(M F, [Ref, Type, Opts | A]) end

Removing atransport causes the corresponding transport processes to be terminated. Whether or not a DPR message
is sent to apeer is controlled by value of disconnect_cb configured on the transport.

whi ch_connections() -> [ SvcConnecti ons]
Types:
SvcConnections = {SvcNanme, [Connection]}
SvcNane = string()

Connection = #{peer := Peerlnfo, wd :
socknanme : = Address}

Peerinfo = #{pid := pid(), uptine := elapsed_tine()}

Wl nfo = #{ref := reference(), type := atonm(), pid := pid(), state :=
di anmeter_service:wd_state(), uptine := elapsed_tine()}

Address = {inet:ip_address(), inet:port_nunber()}

WDl nf o, peernane := Address,

Return alist of all connections, grouped by the service they are associated with.

whi ch_connecti ons(SvcNane) -> [ Connecti on]

Types:
SvcNanme = string()
Connection = #{peer := Peerlnfo, wd := WDl nfo, peernane := Address,
socknanme : = Address}

Peerinfo = #{pid := pid(), uptime := el apsed_time()}
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WOl nfo = #{ref := reference(), type := atom(), pid := pid(), state :=
di aneter_service:wd_state(), uptime := elapsed_tine()}

Address = {inet:ip_address(), inet:port_number()}

Return alist of connections associated with the service 'SvcName'.

whi ch_transports() -> [Transport]

Types:
Transport = #{ref := reference(), type := atonm(), service := SvcNane}
SvcNanme = string()
Return alist of all transports.
whi ch_transports(SvcNane) -> [Transport]
Types:
SvcNanme = string()
Transport = #{ref := reference(), type := atom)}
Return alist of transports associated with the service 'SvcName'.
whi ch_wat chdogs() -> [ Wt chdog]
Types:
Wat chdog = #{ref .= reference(), type := atom(), pid := pid(), state :=
di aneter_service:wd_state(), peer := boolean() | pid(), uptinme :=
el apsed_time(), service := SvcNane}

SvcNane = string()
Return alist of all watchdogs.

whi ch_wat chdogs(SvcNane) -> [Transport]
Types:
SvcName = string()

Wat chdog = #{ref := reference(), type := aton(), pid := pid(), state :=
di aneter _service:wd_state(), peer := boolean() | pid(), uptine :=
el apsed_tinme()

Return alist of watchdogs associated with the service 'SvcName'.

service_info(SvcNane, Info) -> term)

Types.
SvcNane = service_nane()
Info = Item| [InfoO]

Item = atom)

Returninformation about astarted service. Requesting info for an unknown service causesundef i ned to bereturned.
Requesting a list of items causes atagged list to be returned.

| t emcan be one of the following.

"Origin-Host'
'"Origin-Real m
' Vendor - | d'
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' Product - Nane'
'"Origin-State-I1d'
' Host - | P- Addr ess'’
' Support ed- Vendor"'
" Aut h- Application-Id
"I nband- Security-I1d'
"Acct - Application-1d
" Vendor - Speci fi c-Application-1d'
" Fi r mnar e- Revi si on'
Return a capability value as configured with start_service/2.
applications
Return the list of applications as configured with start_service/2.
capabilities
Return atagged list of all capabilities values as configured with start_service/2.
transport

Return alist containing one entry for each of the service'stransport as configured with add_transport/2. Each entry
is atagged list containing both configuration and information about established peer connections. An example
return value with for a client service with Origin-Host "client.example.com™ configured with a single transport
connected to "server.example.com" might look as follows.
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[[{ref, #Ref <0. 0. 0. 93>},
{type, connect},
{options,[{transport_nodul e, di aneter_tcp},
{transport_config, [{ip,{127,0,0, 1}},
{raddr, {127,0,0, 1}},
{rport, 3868},
{reuseaddr, true}]}l},
{wat chdog, {<0. 66. 0>, - 576460736368485571, okay}},
{peer, {<0. 67. 0>, - 576460736357885808} },
{apps, [{0, conmon}]},
{caps, [{origin_host,{"client.exanple.cont, "server. exanpl e.cont'}},
{origin_real m{"exanpl e.cont, "exanpl e. coni'}},
{host _i p_address, {[{127,0,0,1}],[{127,0,0, 1}1}},
{vendor _id, {0, 193}},

{product _nane, {"dient","Server"}},
{origin_state_id, {[]1,[]1}},
{supported_vendor _id, {[]1,[]1}},
{auth_application_id, {[0],[0]}},
{inband_security_id, {[]1,[0]}},
{acct _application_id, {[]1,[]1}},

{vendor _specific_application_id,{[].[]}}.
{firmvare_revision, {[],[]}}.
{avp, {[1.[1}}1},
{port, [{owner, <0. 69. 0>},
{modul e, di anet er _t cp}
{socket, {{127,0,0, 1}, 48758} },
{peer, {{127,0,0, 1}, 3868} },
{statistics,[{recv_oct, 656},
{recv_cnt, 6},
{recv_max, 148}
{recv_avg, 109}
{recv_dvi, 19}
{send_oct, 836},
{send_cnt, 6},
{send_max, 184}
{send_avg, 139},
{send_pend, 0}]1}1},
, 258, 0}, recv}, 3},
, 258, 1}, send}, 3},
, 258, 0}, recv, {' Resul t- Code' , 2001}}, 3},
, 257, 0}, recv}, 1},
, 257, 1}, send}, 1},
,257,0}, recv, {' Resul t-Code', 2001}}, 1},
, 280, 1}, recv}, 2},
, 280, 0}, send}, 2},
, 280, 0}, send, {' Resul t- Code' , 2001}}, 2}1}11

{statistics,]|[

[eNeNeoNeoNeoNeoNoNoNo]

Hereref isatransport _ref () and opti ons the corresponding t ransport _opt () list passed to
add_transport/2. Thewat chdog entry showsthe state of a connection's RFC 3539 watchdog state machine. The
peer entry identifiesthedi anet er _app: peer _r ef () for which there will have been peer_up/3 callbacks
for the Diameter applications identified by the apps entry, common being the appl i cation_al i as().
The caps entry identifies the capabilities sent by the local node and received from the peer during capabilities
exchange. Thepor t entry displays socket-level information about the transport connection. Thest at i sti cs
entry presents Diameter-level counters, an entry like {{{ 0, 280, 1}, recv}, 2} saying that the client has
received 2 DWR messages: { 0, 280, 1} = {Application_|Id, Conmand_Code, R Fl ag}.

Note that wat chdog, peer, apps, caps and port entries depend on connectivity with the peer and may
not be present. Note also that the st ati sti cs entry presents values accumulated during the lifetime of the
transport configuration.
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A listening transport presentsitsinformation slightly differently since there may be multiple accepted connections
for thesamet ransport _ref (). Thetransport inforeturned by a server with asingle client connection
might look as follows.

[[{ref, #Ref <0.0.0. 61>},
{type, listen},
{options, [{transport_nodul e, di anet er _t cp},
{transport_config,[{reuseaddr, true},
{ip, {127,0,0,1}},
{port, 3868}]1}1},
{accept, [ [ {wat chdog, {<0. 56. 0>, - 576460739249514012, okay}},
{peer, {<0.58. 0>, - 576460638229179167}},
{apps, [{0, common}]},
{caps, [{origin_host, {"server.exanpl e.cont, "client.exanple.coni}},
{origin_real m{"exanple.cont, "exanpl e. coni'}},
{host _i p_address, {[{127,0,0,1}],[{127,0,0,1}]}},
{vendor _id, {193, 0}},
{product _namne, {"Server","Cdient"}},
{origin_state_id,{[],[]1}},
{supported_vendor __id, {[],[
{auth_application_id, {[0],
{inband_security_id, {[],]]
{acct _application_id, {[].[]1}},
{vendor _specific_application_id,{[],[]1}},
{firmvare_revision, {[]1,[1}},
{avp, {[1.[1}}1},
{port, [{owner, <0. 62. 0>},
{nodul e, di anet er _t cp}
{socket, {{127,0, 0, 1}, 3868} },
{peer, {{127,0,0, 1}, 48758} },
{statistics,[{recv_oct, 1576},
{recv_cnt, 16},
{recv_nax, 184}
{recv_avg, 98}
{recv_dvi, 26}
{send_oct, 1396},
{send_cnt, 16},
{send_nmax, 148}
{send_avg, 87},
{send_pend, 0}]}11}1,
[ {wat chdog, {<0. 72. 0>, - 576460638229717546, i nitial }}]1]},
{statistics,[{{{0, 280, 0}, recv}, 7},

F
11},

}
0
(11},

{{{0, 280, 1}, send}, 7},

{{{0, 280, 0}, recv, {' Resul t-Code', 2001}}, 7},
{{{0, 258, 1}, recv}, 3},

{{{0, 258, 0}, send}, 3},

{{{0, 258, 0}, send, {' Resul t - Code' , 2001}}, 3},
{{{0, 280, 1}, recv}, 5},

{{{0, 280, 0}, send}, 5},

{{{0, 280, 0}, send, {' Resul t - Code' , 2001} }, 5},
{{{0, 257, 1}, recv}, 1},

{{{0, 257, 0}, send}, 1},

{{{0, 257, 0}, send, {' Resul t - Code' , 2001}}, 1}1}11]

Theinformation presented hereisasinthe connect case except that the client connections are grouped under
anaccept tuple.

Whether or not the transport_opt() pool _si ze has been configured affects the format of the listing in the
case of a connecting transport, since a value greater than 1 implies multiple transport processes for the same
transport _ref (), asin the listening case. The format in this case is similar to the listening case, with a
pool tuplein place of anaccept tuple.
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connections

Return alist containing one entry for every established transport connection whose watchdog state machine is
not in the down state. Thisisaflat view of t r ansport info which lists only active connections and for which
Diameter-level statistics are accumulated only for the lifetime of the transport connection. A return value for the
server above might look as follows.

[[{ref, #Ref <0.0.0. 61>},
{type, accept },
{options, [{transport_nodul e, di anet er _t cp},
{transport_config, [{reuseaddr,true},
{ip, {127,0,0,1}},
{port, 3868}]1}1},

{wat chdog, {<0. 56. 0>, - 576460739249514012, okay}},

{peer, {<0. 58. 0>, - 576460638229179167} },

{apps, [{0, common}]},

{caps, [{origin_host,{"server.exanple.cont,"client.exanple.coni}},
{origin_real m{"exanpl e.cont, "exanpl e. coni'}},
{host _i p_address, {[{127,0,0, 1}],[{127,0,0,1}]}},
{vendor _id, {193, 0}},

{product nane, {"Server","Cient"}},

{origin_state_id, {[],[]1}},
{supported_vendor _id, {[]1,[]1}},
{auth_application_id, {[0],[0]}},
{inband_security_id, {[],[1}},

{acct _application_id, {[]1,[1}},
{vendor _specific_application_id, {[]1,[1}},
{firmvare_revision, {[]1,[]1}},
{avp, {[1.[1}}1},
{port, [{owner, <0.62. 0>},
{nodul e, di amet er _t cp},
{socket, {{127,0, 0, 1}, 3868} },
{peer, {{127,0,0, 1}, 48758} },
{statistics,[{recv_oct, 10124},
{recv_cnt, 132},
{recv_nuex, 184},
{recv_avg, 76},
{recv_dvi, 9},
{send_oct, 10016},
{send_cnt, 132},
{send_nex, 148},
{send_avg, 75},
{send_pend, 0}]}1},
, 280, 0}, recv}, 62},
, 280, 1}, send}, 62},
, 280, 0}, recv, {' Resul t - Code' , 2001} }, 62},
, 258, 1}, recv}, 3},
, 258, 0}, send}, 3},
, 258, 0}, send, {' Resul t - Code' , 2001} }, 3},
, 280, 1}, recv}, 66},
, 280, 0}, send}, 66},
, 280, 0}, send, {' Resul t - Code' , 2001} }, 66},
, 257, 1} ,recv}, 1},
257, 0}, send}, 1},
, 257, 0}, send, {' Resul t - Code' , 2001}}, 1}1}11

{statistics,][

o R Rate Rt Ran Rt Nt R ate Rete Rate Rata Raan)
e N Rate Rt Ran Rt Rt Rate Rete Rate Rata Raan)
e R Rate Rt Ran Rt Rt R ate Retn Rate Rata Raan)
[eNecleolNeoNoloNololNoNolNoNe)

Note that there may be multiple entries with the samer ef , incontrasttot r ansport info.
statistics

Return a {{Counter, Ref}, non_neg_integer()} list of counter vaues. Ref can be either a
transport _ref () oradi amet er _app: peer _ref () . Entriesfor thelatter arefolded into corresponding
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entries for the former as peer connections go down. Entries for both are removed at remove_transport/2. The
Diameter-level statisticsreturned by t r ansport and connect i ons info are based upon these entries.
di amet er _app: peer_ref ()

Return transport configuration associated with a single peer, as passed to add_transport/2. The returned list is
empty if the peer isunknown. Otherwiseit containsther ef ,t ype andopt i ons tuplesasint r ansport and
connect i ons info above. For example:

[{ref, #Ref <0. 0. 0. 61>},
{type, accept},
{options, [{transport_nodul e, di aneter_tcp},
{transport_config, [{reuseaddr, true},
{ip, {127,0,0, 1}},
{port,3868}]}]}]

services() -> [ SvcNane]
Types:

SvcName = service_nane()
Return thelist of started services.

session_id(ldent) -> CctetString()
Types.

Ident = Dianeterldentity()
Return avalue for a Session-1d AVP.

The vaue has the form required by section 8.8 of RFC 6733. Ident should be the Origin-Host of the peer from which
the message containing the returned value will be sent.

start() -> ok | {error, Reason}
Start the diameter application.

Thediameter application must be started before starting aservice. In aproduction system thisistypically accomplished
by aboot file, not by calling st ar t / 0 explicitly.

start_service(SvcNanme, Options) -> ok | {error, Reason}
Types.

SvcNanme = service_nane()

Options = [service_opt()]

Reason = term()
Start a diameter service.

A service defines alocally-implemented Diameter node, specifying the capabilitiesto be advertised during capabilities
exchange. Transports are added to a service using add_transport/2.

A transport can both override its service's capabilities and restrict its supported Diameter applications so "service
= Diameter node as identified by Origin-Host" is not necessarily the case.
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stop() -> ok | {error, Reason}
Stop the diameter application.

stop_service(SvcNane) -> ok | {error, Reason}
Types:

SvcNane = service_nane()

Reason = term)
Stop a diameter service.

Stopping a service causes all associated transport connections to be broken. A DPR message will be sent as in the
case of remove_transport/2.

Stopping a service does not remove any associated transports: remove_transport/2 must be called to remove
transport configuration.

subscri be(SvcNane) -> true
Types:
SvcNane = service_nane()
Subscribeto ser vi ce_event () messagesfrom aservice.

It is not an error to subscribe to events from a service that does not yet exist. Doing so before adding transports is
required to guarantee the reception of all transport-related events.

unsubscri be(SvcNane) -> true
Types:

SvcNane = service_nane()
Unsubscribe to event messages from a service.

SEE ALSO
diameter_app(3), diameter_transport(3), diameter_dict(4)
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diameterc

Command

The diameterc utility is used to compile adiameter dictionary file into Erlang source. The resulting source implements
the interface diameter required to encode and decode the dictionary's messages and AV Ps.

The module diameter_make(3) provides an alternate compilation interface.

USAGE

diameterc [<options>] <file>
Compile asingle dictionary file to Erlang source. Valid options are as follows.
-i <dir>

Prepend the specified directory to the code path. Use to point at beam files compiled from inherited
dictionaries, @ nher i t s in adictionary file creating a beam dependency, not an erl/hrl dependency.

Multiple- i options can be specified.
-0 <dir>
Write generated source to the specified directory. Defaults to the current working directory.

-E
-H

Suppress erl and hrl generation, respectively.

--name <name>
--prefix <prefix>

Transform the input dictionary before compilation, setting @amne or @r ef i x to the specified string.
--inherits <arg>

Transform the input dictionary before compilation, appending @ nher i t s of the specified string.

Two formsof - - i nheri t s have special meaning:

--inherits -
--inherits Prev/Md

Thefirst hasthe effect of clearing any previousinherits, the second of replacing apreviousinherits of Pr ev
to one of Mod. This alows the semantics of the input dictionary to be changed without modifying the file
itself.

Multiple- - i nheri t s options can be specified.

EXIT STATUS

Returns 0 on success, non-zero on failure.

SEE ALSO
diameter_make(3), diameter_dict(4)
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diameter_app

Erlang module

A diameter service as started by diameter:start_service/2 configures one of more Diameter applications, each of whose
configuration specifies a callback that handles messages specific to the application. The messages and AV Ps of the
application are defined in adictionary file whose format is documented in diameter_dict(4) while the callback module
is documented here. The callback module implements the Diameter application-specific functionality of a service.

A callback module must export all of the functions documented below. The functions themselves are of three distinct
flavours:

e peer_up/3 and peer_down/3 signal the attainment or loss of connectivity with a Diameter peer.

e pick_peer/4, prepare_request/3, prepare_retransmit/3, handle_answer/4 and handle_error/4 are (or may be) called
as a conseguence of acall to diameter:call/4 to send an outgoing Diameter request message.

e handle request/3is called in response to an incoming Diameter request message.

The arities for the the callback functions here assume no extra arguments. All functions will also be passed any extra
arguments configured with the callback module itself when calling diameter:start_service/2 and, for the call-specific
callbacks, any extra arguments passed to diameter:call/4.

DATA TYPES
capabilities() = #dianmeter_caps{}

A record containing theidentities of thelocal Diameter node and the remote Diameter peer having an established
transport connection, as well as the capabilities as determined by capabilities exchange. Each field of the record
is a 2-tuple consisting of values for the (local) host and (remote) peer. Optional or possibly multiple values are
encoded as lists of values, mandatory values as the bare value.

message() = di aneter_codec: nessage()

The representation of a Diameter message as passed to diameter:call/4 or returned from a handle request/3
callback.

packet () = di anmeter_codec: packet ()

A container for incoming and outgoing Diameter messages that's passed through encode/decode and transport.
Fields should not be set in return values except as documented.

peer_ref() =term)

A term identifying atransport connection with a Diameter peer.
peer() = {peer_ref(), capabilities()}

A tuple representing a Diameter peer connection.
state() = term)

The state maintained by the application callback functions peer_up/3, peer_down/3 and (optionally) pick_peer/4.
Theinitial stateis configured in the call to diameter:start_service/2 that configures the application on a service.
Callback functions returning a state are evaluated in a common service-specific process while those not returning
state are evaluated in a request-specific process.
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Exports

Mod: peer _up(SvcNane, Peer, State) -> NewState
Types.
SvcNanme = di aneter: service_nane()
Peer = peer()
State = NewState = state()
Invoked to signal the availability of a peer connection on the local Erlang node. In particular, capabilities exchange

with the peer has indicated support for the application in question, the RFC 3539 watchdog state machine for the
connection has reached state OKAY and Diameter messages can be both sent and received.

A watchdog state machine can reach state OKAY from state SUSPECT without a new capabilities exchange taking
place. A new transport connection (and capabilities exchange) resultsin anew peer_ref().

There is no requirement that a callback return before incoming requests are received: handle_request/3 callbacks
must be handled independently of peer_up/3 and peer_down/3.

Mod: peer _down( SvcNane, Peer, State) -> NewState
Types:
SvcNane = di aneter: service_nane()
Peer = peer()
State = NewState = state()
Invoked to signal that a peer connection on the local Erlang node is no longer available following a previous call to

peer_up/3. In particular, that the RFC 3539 watchdog state machine for the connection has left state OKAY and the
peer will no longer be a candidate in pick_peer/4 callbacks.

Mod: pi ck_peer (Local Candi dat es, Renot eCandi dates, SvcNane, State) -> Selection
| false

Types:
Local Candi dat es = Renpt eCandi dates = [peer ()]
SvcNanme = di aneter: service_nanme()
State = NewState = state()
Selection = {ok, Peer} | {Peer, NewState}
Peer = peer() | false

Invoked as a consequence of a call to diameter:call/4 to select a destination peer for an outgoing request. The return
value indicates the selected peer.

The candidate lists contain only those peers that have advertised support for the Diameter application in question
during capabilities exchange, that have not be excluded by af i | t er optioninthe call to diameter:call/4 and whose
watchdog state machine is in the OKAY state. The order of the elements is unspecified except that any peers whose
Origin-Host and Origin-Realm matches that of the outgoing request (inthesenseof a{filter, {all, [host,

real m{ }} option to diameter:call/4) will be placed at the head of the list. Local Candi dat es contains peers
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whose transport process resides on the local Erlang node while Renot eCandi dat es contains peers that have been
communicated from other nodes by services of the same name.

A callback that returns a peer() will be followed by a prepare _request/3 callback and, if the latter indicates that the
reguest should be sent, by either handle_answer/4 or handle_error/4 depending on whether or not an answer message
isreceived from the peer. If the transport becomes unavail able after prepare_request/3 then anew pick_peer/4 callback
may take place to failover to an aternate peer, after which prepare_retransmit/3 takes the place of prepare request/3
in resending the request. There is no guarantee that a pick_peer/4 callback to select an alternate peer will be followed
by any additional callbacks since a retransmission to an alternate peer is abandoned if an answer is received from a
previously selected peer.

Thereturn valuesf al se and {f al se, State} (that is, NewSt ate = State) are equivalent, as are { ok,
Peer} and{ Peer, State}.

The diameter:service_opt() use_shar ed_peer s determines whether or not a service uses peers shared from
other nodes. If not then Renpt eCandi dat es isthe empty list.

Thereturn value { Peer, NewSt at e} isonly allowed if the Diameter application in question was configured
with the diameter:application_opt() {cal | _nmut at es_state, true}. Otherwise the St at e argument is
always the initial value as configured on the application, not any subsequent value returned by a peer_up/3 or
peer_down/3 callback.

Mod: pr epar e_r equest (Packet, SvcNanme, Peer) -> Action
Types:

Packet = packet()

SvcNanme = di aneter: service_nanme()

Peer = peer()

Action = Send | Discard | {eval _packet, Action, PostF}

Send = {send, packet() | nessage()}

Di scard = {discard, Reason} | discard

Post F = dianmeter:eval ()}

Invoked to return a request for encoding and transport. Allows the sender to use the selected peer's capabilities to
modify the outgoing request. Many implementations may simply want to return { send, Packet }

A returned packet() should set the request to be encoded in its nsg field and can set thet ransport _dat a field
in order to pass information to the transport process. Extra arguments passed to diameter:call/4 can be used to
communicate transport (or any other) data to the callback.

A returned packet() can settheheader fieldtoa#di anmet er _header {} tospecify valuesthat should be preserved
in the outgoing request, values otherwise being those in the header record contained in Packet . A returned | engt h,
cnd_code orappl i cati on_i disignored.

A returned Post F will be evaluated on any encoded #di anmet er _packet {} prior to transmission, the bi n field
containing the encoded binary. The return value isignored.

Returning { di scard, Reason} causes the request to be aborted and the diameter:call/4 for which the callback
has taken place to return {error, Reason}. Returning di scard is equivalent to returning { di scard,
di scar ded}.
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Mod: prepare_retransm t (Packet, SvcNanme, Peer) -> Action
Types.
Packet = packet ()
SvcNane = dianeter:service_nane()
Peer = peer()
Action = Send | Discard | {eval packet, Action, PostF}
Send = {send, packet() | nessage()}
Di scard = {discard, Reason} | discard
Post F = di aneter:eval ()}
Invoked to return a request for encoding and retransmission. Has the same role as prepare request/3 in the case

that a peer connection is lost an an alternate peer selected but the argument packet() is as returned by the initial
prepare_request/3.

Returning { di scard, Reason} causesthe request to be aborted and a handle_error/4 callback to take place with
Reason asinitia argument. Returning di scar d isequivalent to returning { di scard, di scarded}.

Mod: handl e_answer ( Packet, Request, SvcName, Peer) -> Result
Types:

Packet = packet ()

Request = nessage()

SvcNane = di aneter:service_nane()

Peer = peer()

Result = term))

Invoked when an answer message is received from a peer. The return value is returned from diameter:call/4 unless
thedet ach option was specified.

The decoded answer record and undecoded binary areinthensg and bi n fields of the argument packet() respectively.
Request isthe outgoing request message as was returned from prepare_request/3 or prepare_retransmit/3.

For any given call to diameter:call/4 there is at most one handle_answer/4 callback: any duplicate answer (due to
retransmission or otherwise) is discarded. Similarly, only one of handle_answer/4 or handle_error/4 is called.

By default, an incoming answer message that cannot be successfully decoded causesthe request processto fail, causing
diameter:call/4 to return {error, fail ure} unlessthe detach option was specified. In particular, there is
no handle_error/4 callback in this case. The diameter:application_opt() answer _err or s can be set to change this
behaviour.

Mod: handl e_error (Reason, Request, SvcNane, Peer) -> Result
Types:

Reason = tinmeout | failover | term()

Request = nessage()

SvcNanme = di aneter: service_nanme()

Peer = peer()

Result = term)

Invoked when an error occurs before an answer message is received in response to an outgoing request. The return
valueis returned from diameter:call/4 unless the det ach option was specified.
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Reason t i neout indicates that an answer message has not been received within the time specified with the
corresponding diameter:call_opt(). Reasonf ai | over indicatesthat the transport connection to the peer to which the
reguest has been sent has become unavailable and that not alternate peer was not selected.

Mod: handl e_r equest (Packet, SvcName, Peer) -> Action
Types:

Packet = packet ()

SvcNanme = term()

Peer = peer()

Action = Reply | {relay, [Opt]} | discard | {eval|eval packet, Action,
Post F}

Reply = {reply, packet() | nmessage()} | {answer_nessage, 3000..3999|
5000..5999} | {protocol error, 3000.. 3999}

Opt = dianeter:call _opt()

Post F = di anmeter:eval ()
Invoked when arequest messageisreceived from apeer. The application in which the callback takes place (that is, the
callback module as configured with diameter:start_service/2) is determined by the Application Identifier in the header

of the incoming request message, the selected module being the one whose corresponding dictionary declaresitself as
defining either the application in question or the Relay application.

The argument packet() has the following signature.

#di amet er _packet { header
avps

#di amet er _header{},

[ #di aneter _avp{}],

nsg record() | undefined,

errors [ Unsi gned32() | {Unsigned32(), #dianmeter_avp{}}]
bi n = binary(),

transport_data = tern()}

Themsg field will beundef i ned in casetherequest hasbeen received in therelay application. Otherwiseit contains
the record representing the request as outlined in diameter_dict(4).

Theer r or s field specifies any results codes identifying errors found while decoding the request. Thisis used to set
Result-Code and/or Failed-AV P in areturned answer unless the callback returns a#di anet er _packet {} whose
errors field is set to either a non-empty list of its own, in which case this list is used instead, or the atom f al se
to disable any setting of Result-Code and Failed-AVP. Note that the errors detected by diameter are of the 3xxx and
5xxx series, Protocol Errors and Permanent Failures respectively. Theerr or s list is empty if the request has been
received in the relay application.

Thet r ansport _dat a field contains an arbitrary term passed into diameter from the transport modulein question,
or the atom undef i ned if the transport specified no data. The term is preserved if a message() is returned but must
be set explicitly in areturned packet().

The semantics of each of the possible return values are as follows.
{reply, packet() | nessage()}

Send the specified answer message to the peer. In the case of a packet(), the message to be sent must be set in
the msg field and the header field can be set to a#di anmet er _header {} to specify values that should be
preserved in the outgoing answer, appropriate values otherwise being set by diameter.

{answer _nessage, 3000..3999| 5000. . 5999}
Send an answer message to the peer containing the specified Result-Code. Equivalent to
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{reply, ['answer-nessage' | Avps]

where Avps sets the Origin-Host, Origin-Realm, the specified Result-Code and (if the request contained one)
Session-1d AV Ps, and possibly Failed-AV P as described below.

Returning a value other than 3xxx or 5xxx will cause the request process in question to fail, as will returning
a bxxx value if the peer connection in question has been configured with the RFC 3588 common dictionary
di anmet er _gen_base_rf c3588. (Since RFC 3588 only allows 3xxx values in an answer-message.)

When returning 5xxx, Failed-AVP will be populated with the AV P of the first matching Result-Code/AV P pair
intheer r or s field of the argument packet(), if found. If thisis not appropriate then an answer-message should
be constructed explicitly and returned inar epl y tuple instead.

{relay, Opts}

Relay arequest to another peer in the role of a Diameter relay agent. If arouting loop is detected then the request
is answered with 3005 (DIAMETER_LOOP_DETECTED). Otherwise a Route-Record AVP (containing the
sending peer's Origin-Host) is added to the request and pick_peer/4 and subsequent callbacks take place just as
if diameter:call/4 had been called explicitly. The End-to-End Identifier of the incoming request is preserved in
the header of the relayed request.

Thereturned Opt s should not specify det ach. A subsequent handle_answer/4 callback for the relayed request
must return its first argument, the packet() containing the answer message. Note that the ext r a option can
be specified to supply arguments that can distinguish the relay case from others if so desired. Any other
return value (for example, from a handle error/4 callback) causes the request to be answered with 3002
(DIAMETER_UNABLE_TO_DELIVER).

di scard
Discard the request. No answer message is sent to the peer.
{eval, Action, PostF}

Handle the request asif Act i on has been returned and then evaluate Post F in the request process. The return
valueisignored.

{eval _packet, Action, PostF}

Likeeval but evaluate Post F on any encoded #di anet er _packet {} prior to transmission, the bi n field
containing the encoded binary. The return value isignored.

{protocol error, 3000..3999}

Equivalent to{ answer _nessage, 3000..3999}.

Requests containing errors may be answered by diameter, without a callback taking place, depending on the value
of the diameter:application_opt() r equest _errors.
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Erlang module

Incoming Diameter messages are decoded from binary() before being communicated to diameter_app(3) callbacks.
Similarly, outgoing Diameter messages are encoded into binary() before being passed to the appropriate
diameter_transport(3) modulefor transmission. The functions documented hereimplement the default encode/decode.

The diameter user does not need to call functions here explicitly when sending and receiving messages using
diameter:call/4 and the callback interface documented in diameter_app(3): diameter itself provides encode/decode
asaconsequence of configuration passed to diameter:start_service/2, and the results may differ from those returned
by the functions documented here, depending on configuration.

The header() and packet() records below are defined in diameter.hrl, which can be included as follows.

-include_li b("dianeter/include/dianmeter.hrl").

Application-specific records are defined in the hrl files resulting from dictionary file compilation.

DATA TYPES

uint8() = 0..255
uint24() = 0..16777215
uint32() = 0..4294967295

8-bit, 24-bit and 32-bit integers occurring in Diameter and AV P headers.
avp() = #dianmeter_avp{}

The application-neutral representation of an AVP. Primarily intended for use by relay applications that need to
handle arbitrary Diameter applications. A service implementing a specific Diameter application (for which it
configures adictionary) can manipulate values of type message() instead.

Fields have the following types.

code = uint32()

i s_mandat ory = bool ean()
need_encrypti on = bool ean()
vendor _id = uint32() | undefined

Vauesinthe AVP header, corresponding to AV P Code, the M flag, P flags and Vendor-ID respectively. A
Vendor-1D other than undef i ned impliesaset V flag.

data = iolist()
The data bytes of the AVP.
name = aton()

The name of the AVP as defined in the dictionary filein question, or undef i ned if the AVP is unknown
to the dictionary file in question.
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value = term))

The decoded value of an AVP. Will be undef i ned on decode if the data bytes could not be decoded,
the AVP is unknown, or if the decode format is none. The type of a decoded value is as document in
diameter_dict(4).

type = atom()

The type of the AVP as specified in the dictionary file in question (or one it inherits). Possible types
are undef i ned and the Diameter types: Oct et Stri ng, | nt eger 32, | nt eger 64, Unsi gned32,
Unsi gned64, Fl oat 32, Fl oat 64, Gr ouped, Enuner at ed, Addr ess, Ti me, UTF8Stri ng,
Diameterldentity,Di ameter URlI, I PFilterRul e and QSFil terRul e.

di ctionary() = nodul e()

The name of a generated dictionary module as generated by diameterc(1l) or diameter make:codec/2. The
interface provided by a dictionary module is an implementation detail that may change.

header () = #di anet er _header{}

Therecord representation of the Diameter header. Vauesin apacket() returned by decode/2 are as extracted from
the incoming message. Values set in an packet() passed to encode/2 are preserved in the encoded binary(), with
the exception of | engt h, cnd_code andappl i cati on_i d, al of which are determined by the dictionary()
in question.

It is not necessary to set header fields explicitly in outgoing messages as diameter itself will set appropriate
values. Setting inappropriate values can be useful for test purposes.

Fields have the following types.

version = uint8()

I ength = uint24()
cmd_code = uint24()
application_id = uint32()
hop_by hop_id ui nt 32()
end _to end id ui nt 32()

Values of the Version, Message L ength, Command-Code, Application-1D, Hop-by-Hop Identifier and End-
to-End Identifier fields of the Diameter header.

i s_request = bool ean()

i s_proxiabl e = bool ean()
is_error = bool ean()

is_ retransnmitted = bool ean()

Values corresponding to the R(equest), P(roxiable), E(rror) and T(Potentially re-transmitted message) flags
of the Diameter header.

nessage() = record() | maybe_inproper_list()

The representation of a Diameter message as passed to diameter:call/4 or returned from a handle request/3
callback. The record representation is as outlined in diameter_dict(4): a message as defined in a dictionary file
is encoded as a record with one field for each component AV P. Equivalently, a message can also be encoded as
alist whose head is the atom-valued message name (as specified in the relevant dictionary file) and whose tail
is either alist of AVP name/values pairs or a map with values keyed on AVP names. The format at decode is
determined by diameter:service opt() decode format. Any of the formatsis accepted at encode.
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Another list-valued representation allows a message to be specified as alist whose head is a header() and whose
tail isan avp() list. Thisrepresentation is used by diameter itself when relaying requests as directed by the return
value of ahandle_request/3 callback. It differsfrom the other two in that it bypasses the checks for messages that
do not agree with their definitions in the dictionary in question: messages are sent exactly as specified.

packet () = #di aneter_packet{}
A container for incoming and outgoing Diameter messages. Fields have the following types.
header = header() | undefined

The Diameter header of the message. Can be (and typically should be) undef i ned for an outgoing message
in anon-relay application, in which case diameter provides appropriate val ues.

avps = [avp()] | undefined

The AVPs of the message. Ignored for an outgoing message if the nsg field is set to a value other than
undef i ned.

msg = nmessage() | undefined

The incoming/outgoing message. For an incoming message, aterm corresponding to the configured decode
format if the message can be decoded in a non-relay application, undef i ned otherwise. For an outgoing
message, setting a[ header () | avp()] listisequivaent to setting the header and avps fieldsto
the corresponding values.

A value in the nsg field does not imply an absence of decode errors. The er r or s field should also
be examined.

bin = binary()
The incoming message prior to encode or the outgoing message after encode.
errors = [5000..5999 | {5000..5999, avp()}]

Errors detected at decode of an incoming message, as identified by a corresponding 5xxx series Result-
Code (Permanent Failures). For an incoming request, these should be used to formulate an appropriate
answer as documented for the handle_request/3 callback in diameter_app(3). For an incoming answer, the
diameter:application_opt() answer _er r or s determines the behaviour.

transport _data = term)

An arbitrary term of meaning only to the transport process in question, as documented in
diameter_transport(3).

Exports

decode(Mod, Bin) -> Pkt

Types:
Mod = dictionary()
Bin = binary()
Pkt = packet ()

Decode a Diameter message.
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encode( Mod, Msg) -> Pkt

Types.
Mod = dictionary()
Msg = message() | packet ()
Pkt = packet ()

Encode a Diameter message.

SEE ALSO

diameterc(1), diameter_app(3), diameter_dict(4), diameter_make(3)
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Name

A diameter service, as configured with diameter:start_service/2, specifies one or more supported Diameter
applications. Each Diameter application specifies a dictionary module that knows how to encode and decode its
messagesand AV Ps. Thedictionary moduleisin turn generated from afile that definesthese messagesand AV Ps. The
format of such afileisdefined in FILE FORMAT below. Users add support for their specific applications by creating
dictionary files, compiling them to Erlang modules using either diameterc(1) or diameter_make(3) and configuring
the resulting dictionaries modules on a service.

Dictionary module generation also results in a hrl file that defines records for the messages and Grouped AVPs
defined by the dictionary, these records being what auser of the diameter application sends and receives, modulo other
possible formats as discussed in diameter_app(3). These records and the underlying Erlang data types corresponding
to Diameter dataformats are discussed in MESSAGE RECORDS and DATA TY PES respectively. The generated hrl
also contains macro definitions for the possible values of AV Ps of type Enumerated.

The diameter application includes five dictionary modules corresponding to applications defined in section 2.4
of RFC 6733: di anet er _gen_base_rfc3588 and di anet er _gen_base_rfc6733 for the Diameter
Common Messages application with application identifier O, di anet er _gen_account i ng (for RFC 3588) and
di amet er _gen_acct _r f c6733 for the Diameter Base Accounting application with application identifier 3 and
di anmet er _gen_r el ay the Relay application with application identifier OxFFFFFFFF.

The Common Message and Relay applications are the only applicationsthat diameter itself has any specific knowledge
of. The Common Message application is used for messages that diameter itself handles; CER/CEA, DWR/DWA and
DPR/DPA. The Relay application is given specia treatment with regard to encode/decode since the messages and
AVPsit handles are not specifically defined.

FILE FORMAT

A dictionary file consists of distinct sections. Each section starts with a tag followed by zero or more arguments
and ends at the the start of the next section or end of file. Tags consist of an ampersand character followed by
a keyword and are separated from their arguments by whitespace. Whitespace separates individua tokens but is
otherwise insignificant.

Thetags, their argumentsand the contents of each corresponding section are asfollows. Each section can occur multiple
times unless otherwise specified. The order in which sections are specified is unimportant.

@d Nunber

Definesthe integer Number asthe Diameter Application Id of the application in question. Can occur at most once
and isrequired if the dictionary defines @ressages. The section has empty content.

The Application Id is set in the Diameter Header of outgoing messages of the application, and the value in the
header of an incoming message is used to identify the relevant dictionary module.

Example:

@d 16777231

@ane Mod

Defines the name of the generated dictionary module. Can occur at most once and defaults to the name of the
dictionary file minus any extension. The section has empty content.

Note that a dictionary module should have a unique name so as not collide with existing modules in the system.
Example:
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@ane etsi_e2

@r ef i x Name

Defines Name as the prefix to be added to record and constant names (followed by a' ' character) in the
generated dictionary module and hrl. Can occur at most once. The section has empty content.

A prefix isoptional but can be be used to di sambiguate between record and constant namesresulting from similarly
named messages and AV Psin different Diameter applications.

Example:

@refix etsi_e2

@endor Nunber Nane

Defines the integer Number as the the default Vendor-1d of AVPs for which the V flag is set. Name documents
the owner of the application but is otherwise unused. Can occur at most once and is required if an AVP setsthe
V flag and is not otherwise assigned a Vendor-Id. The section has empty content.

Example:

@endor 13019 ETSI

@vp_vendor _id Numnber

Defines the integer Number asthe Vendor-Id of the AVPslisted in the section content, overriding the @ endor
default. The section content consists of AVP names.

Example:

@vp_vendor _id 2937

WAV Aut h
Domai n- | ndex
Regi on- Set

@ nherits Md

Defines the name of a dictionary module containing AV P definitions that should be imported into the current
dictionary. The section content consists of the names of those AV Ps whose definitions should be imported from
the dictionary, an empty list causing all to be imported. Any listed AVPs must not be defined in the current
dictionary and it isan error to inherit the same AV P from more than one dictionary.

Note that an inherited AVP that sets the V flag takes its Vendor-1d from either @wvp_vendor _i d in the
inheriting dictionary or @ endor intheinherited dictionary. In particular, @vp_vendor _i d intheinherited
dictionary is ignored. Inheriting from a dictionary that specifies the required @ endor is equivaent to using
@vp_vendor _i d with acopy of the dictionary's definitions but the former makes for easier reuse.

All dictionaries should typically inherit RFC 6733 AVPsfrom di anet er _gen_base_rfc6733.
Example:

@nherits diameter_gen_base rfc6733

@vp_types
Defines the name, code, type and flags of individual AV Ps. The section consists of definitions of the form
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Nanme Code Type Fl ags

where Codeis the integer AVP code, Type identifies an AVP Data Format as defined in section DATA TYPES
below, and Flagsisastring of V, M and P charactersindicating the flagsto be set on an outgoing AVP or asingle
' -' (minus) character if none are to be set.

Example:

@vp_types

Locati on- I nformation 350 G ouped W
Request ed- I nformati on 353 Enunerat ed \

Warning:

The P flag has been deprecated by RFC 6733. |

@ustom types Md

Specifies AV Psfor which module Mod provides encode/decode functions. The section contents consists of AVP
names. For each such name, Mod: Nane( encode| decode, Type, Data, Opts) isexpectedto provide
encode/decode for values of the AV P, where Name is the name of the AVP, Typeisit'stype as declared in the
@vp_t ypes section of the dictionary, Data is the value to encode/decode, and Opts is a term that is passed
through encode/decode.

Example:

@ustom types rfc4005_avps
Framed- | P- Addr ess

@odecs ©Mod

Like @ust om t ypes but requires the specified module to export Mod: Type( encode| decode, Nane,
Dat a, Opts) rather than Mod: Narme( encode| decode, Type, Data, Opts).

Example:

@odecs rfc4005_avps
Fr aned- | P- Addr ess

@ressages

Definesthe messages of the application. The section content consists of definitions of theform specifiedin section
3.2 of RFC 6733, "Command Code Format Specification".
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@essages
RTR :: = Di amet er Header: 287, REQ PXY >
Session-1d >

Aut h- Appli cation-1d }

Aut h- Sessi on-State }

Origin-Host }

Oigin-Realm}

Desti nati on- Host }

S| P- Der egi strati on- Reason }

Desti nati on- Real m]

User - Nane ]

Sl P- ACR |

Proxy-1nfo ]

Rout e- Record ]

AVP |

E

FREAEAEIEIED QR

RTA ::

FREAEIEIED QN QN

Di anet er Header: 287, PXY >
Session-1d >

Aut h- Appli cation-1d }
Resul t - Code }

Aut h- Sessi on-State }
Origin-Host }
Oigin-Realm}

Aut hori zation-Lifetine ]
Aut h- Grace- Period ]

Redi rect - Host ]

Redi r ect - Host - Usage ]

Redi r ect - Max- Cache-Ti nme ]
Proxy-Info ]

Rout e- Record ]

AVP |

@r ouped

Defines the contents of the AVPs of the application having type Grouped. The section content consists of
definitions of the form specified in section 4.4 of RFC 6733, "Grouped AVP Values'.

Example:

@r ouped

< AVP Header: 383 >
S| P- Reason- Code }
[ SIP-Reason-Info ]
[ AP ]

S| P- Der egi strati on- Reason ::=

Specifying a Vendor-Id in the definition of a grouped AVP is equivalent to specifying it with
@vp_vendor _i d.
@num Name

Defines values of AVP Name having type Enumerated. Section content consists of names and corresponding
integer values. Integer values can be prefixed with Ox to be interpreted as hexadecimal .

Note that the AVP in question can be defined in an inherited dictionary in order to introduce additional values
to an enumeration otherwise defined in another dictionary.

Example:
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@num S| P- Reason- Code

PERMANENT _TERM NATI ON
NEW S| P_SERVER ASS| GNED
S| P_SERVER CHANGE
REMOVE_S| P_SERVER

@nd
Causes parsing of the dictionary to terminate: any remaining content is ignored.

WNEFLO

Comments can beincluded in adictionary file using semicolon: characters from a semicolon to end of line areignored.

MESSAGE RECORDS

The hrl generated from a dictionary specification defines records for the messages and grouped AV Ps defined in
@ressages and @r ouped sections. For each message or grouped AV P definition, arecord is defined whose name
is the message or AV P name, prefixed with any dictionary prefix defined with @r ef i x, and whose fields are the
names of the AV Ps contained in the message or grouped AV P in the order specified in the definition in question. For
example, the grouped AVP

AVP Header: 383 >
S| P- Reason- Code }
S| P- Reason-1nfo ]
AVP ]

S| P-Der egi strati on- Reason :: =

—_——— A

*

will result in the following record definition given an empty prefix.

-record(' SI P-Deregi stration-Reason', {'SIP-Reason-Code'
' SI P- Reason- | nfo',
"AVP' }).

The values encoded in the fields of generated records depends on the type and number of times the AV P can occur.
In particular, an AVP which is specified as occurring exactly once is encoded as a value of the AVP's type while an
AVP with any other specification is encoded as a list of values of the AVP's type. The AVP's typeis as specified in
the AVP definition, the RFC 6733 types being described below.

DATA TYPES

The dataformats defined in sections 4.2 ("Basic AVP Data Formats") and 4.3 ("Derived AVP Data Formats') of RFC
6733 are encoded as values of the types defined here. Values are passed to diameter:call/4 in a request record when
sending a request, returned in aresulting answer record and passed to a handle_request/3 callback upon reception of
an incoming request.

In cases in which there is a choice between string() and binary() types for OctetString() and derived types, the
representation is determined by the value of diameter:service_opt() string_decode.

Basic AVP Data For mats

Cctet String()
I nt eger 32()
I nt eger 64()
Unsi gned32()
Unsi gned64()

string() | binary()

-2147483647. .2147483647
-9223372036854775807. . 9223372036854775807
0..4294967295

0..18446744073709551615

Fl oat 32() "-infinity' | float() | infinity
Fl oat 64() "-infinity' | float() | infinity
G ouped() record()

56 | Ericsson AB. All Rights Reserved.: Diameter



diameter_dict

On encode, an OctetString() can be specified as aniolist(), excessively large floats (in absolute value) are equivalent
toinfinityor'-infinity' andexcessively large integers result in encode failure. The records for grouped
AVPs are as discussed in the previous section.

Derived AVP Data For mats

Address() = OctetString()
| tuple()

On encode, an OctetString() 1Pv4 addressis parsed in the usual x.x.x.x format while an IPv6 addressis parsed in any
of the formats specified by section 2.2 of RFC 2373, "Text Representation of Addresses'. An IPv4 tuple() has length
4 and contains values of type 0..255. An IPv6 tuple() has length 8 and contains values of type 0..65535. The tuple
representation is used on decode.

Time() = {date(), time()}

wher e
date() = {Year, Month, Day}
tinme() = {Hour, M nute, Second}
Year = integer()
Month = 1..12
Day =1..31
Hour =0..23
M nute = 0..59
Second = 0..59

Additionally, values that can be encoded are limited by way of their encoding as four octets as required by RFC 6733
with the required extension from RFC 2030. In particular, only values between { { 1968, 1, 20}, {3, 14, 8}} and
{{2104, 2, 26}, {9, 42, 23}} (bothinclusive) can be encoded.

UTF8String() = [integer()] | binary()

List elements are the UTF-8 encodings of the individual characters in the string. Invalid codepoints will result in
encode/decode failure. On encode, a UTF8String() can be specified as a binary, or as a nested list of binaries and
codepoaints.

Di ameterldentity() = OctetString()

A value must have length at least 1.

Di aneter URI () = CctetString()

| #dianeter _URI {type = Type
fgdn = FQDN,
port = Port,
transport = Transport,
protocol = Protocol}
wher e

Type = aaa | aaas

FQDN = Cctet String()

Port = integer()

Transport = sctp | tcp

Protocol = dianmeter | radius | 'tacacs+
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On encode, fields port, transport and protocol default to 3868, sctp and diameter respectively. The grammar of an
OctetString-valued DiameterURI() is as specified in section 4.3 of RFC 6733. The record representation is used on
decode.

Enunerated() = | nteger32()

On encode, values can be specified using the macros defined in adictionary's hrl file.

I PFilterRul e()
QoSFi |l terRul e()

Cctet String()
Cctet String()

Values of these types are not currently parsed by diameter.

SEE ALSO
diameterc(1), diameter(3), diameter_app(3), diameter_codec(3), diameter_make(3)
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diameter_make

Erlang module

Thefunction codec/2 is used to compile adiameter dictionary fileinto Erlang source. The resulting source implements
the interface diameter requires to encode and decode the dictionary's messages and AV Ps.

The utility diameterc(1) provides an alternate compilation interface.

Exports

codec(File :: iolist() | binary(), [Opt]) -> ok | {ok, [Qut]} | {error,
Reason}

Compileasingledictionary file. Theinput Fi | e can be either apath or aliteral dictionary, the occurrence of newline
(ascii NL) or carriage return (ascii CR) identifying the latter. Opt determines the format of the results and whether
they are written to file or returned, and can have the following types.

parse | forns | erl | hrl

Specifies an output format. Whether the output is returned or written to file depends on whether or not option
r et ur n is specified. When written to file, the resulting file(s) will have extensions. D, . F, . er| ,and. hrl
respectively, basenamesdefaultingtodi ct i onar vy if theinput dictionary isliteral and does not specify @ ane.
When returned, results are in the order of the corresponding format options. Format options default to er | and
hr | (inthisorder) if unspecified.

The par se format is an internal representation that can be passed to flatten/1 and format/1, while the f or ns
format can be passed to compile:forms/2. Theer | and hr | formats arereturned asiolists.

{include, string()}

Prepend the specified directory to the code path. Use to point at beam files compiled from inherited dictionaries,
@ nheri t s inadictionary file creating a beam dependency, not an erl/hrl dependency.

Multiplei ncl ude options can be specified.
{outdir, string()}

Write generated source to the specified directory. Defaults to the current working directory. Has no effect if
option r et ur n is specified.

return
Returnresultsina{ ok, [Qut]} tupleinstead of writing to file and returning ok.
{name| prefix, string()}
Transform the input dictionary before compilation, setting @ane or @r ef i x to the specified string.
{inherits, string()}
Transform the input dictionary before compilation, appending @ nher i t s of the specified string.
Two forms have special meaning:

{inherits, "-"}
{inherits, "Prev/Md"}

The first has the effect of clearing any previous inherits, the second of replacing a previous inherits of Pr ev to
one of Mod. This alows the semantics of the input dictionary to be changed without modifying the file itself.
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Multiplei nher i t s options can be specified.

Note that a dictionary's @ane, together with the out di r option, determine the output paths when ther et urn
option is not specified. The @arme of aliteral input dictionary defaultsto di cti onary.

A returned error reason can be converted into a readable string using format_error/1.

format (Parsed) -> iolist()
Turns a parsed dictionary, as returned by codec/2, back into the dictionary format.

flatten(Parsed) -> tern()

Reconstitute a parsed dictionary, as returned by codec/2, without using @ nher i t s. That is, construct an equivalent
dictionary in which all AVP's are definined in the dictionary itself. The return value is also a parsed dictionary.

format _error(Reason) -> string()
Turn an error reason returned by codec/2 into areadable string.

BUGS

Unrecognized options are silently ignored.

SEE ALSO
diameterc(1), diameter_dict(4)
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diameter_transport

Erlang module

A module specified as a transport_nodul e to diameter:add transport/2 must implement the interface
documented here. The interface consists of a function with which diameter starts a transport process and a message
interface with which the transport process communicates with the process that starts it (aka its parent).

DATA TYPES

nmessage() = binary() | dianeter_codec: packet ()
A Diameter message as passed over the transport interface.

For an inbound message from a transport process, adiameter_codec:packet() must contain the received message
initsbi n field. Inthe case of aninbound request, any valueset inthet r ansport _dat a field will passed back
to the transport module in the corresponding answer message, unless the sender supplies another value.

For an outbound message to a transport process, a diameter_codec:packet() has avalue other than undef i ned
initst ransport _dat a field and has the binary() to send in itsbi n field.

Exports

Mod: start ({Type, Ref}, Svc, Config) -> {ok, Pid} | {ok, Pid, LAddrs} |
{error, Reason}

Types:
Type = connect | accept
Ref = dianmeter:transport_ref()
Svc = #di ameter _service{}
Config = ternm()
Pid = pid()
LAddrs = [inet:ip_address()]
Reason = term)

Start atransport process. Called by diameter asaconsequence of acall to diameter:add_transport/2 in order to establish
or accept atransport connection respectively. A transport process maintains a connection with a single remote peer.

Type indicates whether the transport process in question is being started for a connecting (Type=connect ) or
listening (Type=accept ) transport. Inthelatter case, transport processes are started as required to accept connections
from multiple peers.

Ref is the value that was returned from the call to diameter:add_transport/2 that has lead to starting of a transport
process.

Svc contains capabilities passed to diameter:start_service/2 and diameter:add_transport/2, values passed to the latter
overriding those passed to the former.

Config is as passed in transport_config tuple in the diameter:transport opt() list passed to
diameter:add_transport/2.

The start function should usethe Host - | P- Addr ess listin Svc and/or Conf i g to select and return an appropriate
list of local IP addresses. In the connecting case, the local addresslist can instead be communicated inaconnect ed
message (see MESSAGES below) following connection establishment. In either case, the local address list is used
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to populate Host - | P- Addr ess AVPs in outgoing capabilities exchange messages if Host - | P- Addr ess is
unspecified.

A transport process must implement the message interface documented below. It should retain the pid of its parent,
monitor the parent and terminate if it dies. It should not link to the parent. It should exit if its transport connection
with its peer islost.

MESSAGES

All messages sent over the transport interface are of theform { di aneter, term()}.
A transport process can expect messages of the following types from its parent.
{di ameter, {send, nessage() | false}}

An outbound Diameter message. The atom f al se can only be received when request acknowledgements have
been requests: see the ack message below.

{di ameter, {close, Pid}}

A request to terminate the transport process after having received DPA in response to DPR. The transport process
should exit. Pi d isthe pid() of the parent process.

{diameter, {tls, Ref, Type, Bool}}

Indication of whether or not capabilities exchange has selected inband security using TLS. Ref isareference()
that must beincludedinthe{ di aneter, {tls, Ref}} reply messageto thetransport's parent process (see
below). Type iseither connect oraccept depending on whether the process has been started for aconnecting
or listening transport respectively. Bool isaboolean() indicating whether or not the transport connection should
be upgraded to TLS.

If TLSisrequested (Bool =t r ue) then a connecting process should initiate a TL S handshake with the peer and
an accepting process should prepare to accept a handshake. A successful handshake should be followed by a
{diameter, {tls, Ref}} message to the parent process. A failed handshake should cause the process
to exit.

This message is only sent to a transport process over whose | nband- Security-1d configuration has
indicated support for TLS.

A transport process should send messages of the following types to its parent.
{diameter, {self(), connected}}

Inform the parent that the transport processwith Type=accept has established a connection with the peer. Not
sent if the transport process has Type=connect .

{diameter, {self(), connected, Renote}}
{diameter, {self(), connected, Renote, [Local Addr]}}

Inform the parent that the transport process with Type=connect has established a connection with a peer. Not
sent if thetransport processhas Ty pe=accept . Renot e isan arbitrary term that uniquely identifiesthe remote
endpoint to which the transport has connected. A Local Addr list has the same semantics as one returned from
start/3.

{di ameter, ack}

Request acknowledgements of unanswered requests. A transport process should send this once before passing
incoming Diameter messagesinto diameter. Asaresult, every Diameter request passed into diameter withar ecv
message (below) will be answered with asend message (above), either a message() for the transport process to
send or theatom f al se if the request has been discarded or otherwise not answered.

Thisis to allow a transport process to keep count of the number of incoming request messages that have not
yet been answered or discarded, to allow it to regulate the amount of incoming traffic. Both diameter_tcp and
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diameter_sctp request acknowledgements when anessage_cb is configured, turning send/recv message into
callbacks that can be used to regulate traffic.

{di ameter, {recv, nessage()}}
An inbound Diameter message.
{diameter, {tls, Ref}}

Acknowledgment of asuccessful TLS handshake. Ref isthereference() receivedinthe{ di aneter, {tls,
Ref, Type, Bool }} message in response to which the reply is sent. A transport must exit if a handshake
is not successful.

SEE ALSO
diameter_tcp(3), diameter_sctp(3)
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diameter_tcp

Erlang module

This module implements diameter transport over TCP using gen_tcp(3). It can be specified as the value
of atransport_nodul e option to diameter:add transport/2 and implements the behaviour documented in
diameter_transport(3). TL S security issupported, either asan upgrade following capabilities exchange or at connection
establishment.

Note that the ssl application is required for TLS and must be started before configuring TLS capability on diameter
transports.

Exports

start ({Type, Ref}, Svc, [Opt]) -> {ok, Pid} | {ok, Pid, [LAddr]} | {error,
Reason}

Types:
Type = connect | accept

Ref = dianeter:transport_ref()
Svc = #di ameter_service{}

Opt = OnOpt | Ssl Opt | TepOpt
Pid = pid()

LAddr = inet:ip_address()
Reason = term()

OwmnOpt = {raddr, inet:ip_address()} | {rport, integer()} | {accept,
Match} | {port, integer()} | {fragnent timer, infinity | O..16#FFFFFFFF} |
{nmessage_chb, dianeter:eval ()} | {sender, bool ean()}

Ssl Opt = {ssl _options, true | list()}
TcpOpt = term)
Match = inet:ip_address() | string() | [Match]

The start function required by diameter_transport(3).

Options r addr and r port specify the remote address and port for a connecting transport and are not valid for a
listening transport.

Option accept specifies remote addresses for a listening transport and is not valid for a connecting transport. If
specified, a remote address that does not match one of the specified addresses causes the connection to be aborted.
Multiple accept options can be specified. A string-valued Mat ch that does not parse as an address is interpreted
asaregular expression.

Optionssl _opt i ons must be specified for a transport that should support TLS: avalue of t r ue resultsinaTLS
handshake immediately upon connection establishment whilel i st () specifies optionsto be passed to ssl:connect/2
or ssl:handshake/2 after capabilities exchange if TLSis negotiated.

Optionf ragnent _t i ner specifiesthetimeout, in milliseconds, of atimer used to flush messagesfrom theincoming
byte stream even if the number of bytes indicated in the Message Length field of its Diameter Header have not yet
been accumulated: such a message is received over the transport interface after two successive timeouts without the
reception of additional bytes. Defaults to 1000.
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Option sender specifies whether or not to use a dedicated process for sending outgoing messages, which avoids
the possibility of send blocking reception. Defaultsto f al se. If setto t r ue then anmessage_chb that avoids the
possibility of messages being queued in the sender process without bound should be configured.

Option message_cb specifies a callback that is invoked on incoming and outgoing messages, that can be used to
implement flow control. It is applied to two arguments: an atom indicating the reason for the callback (send, r ecv,
or ack after a completed send), and the message in question (binary() on r ecv, binary() or diameter_packet record
onsend or ack, or f al se onack when an incoming request has been discarded). It should return alist of actions
and a new callback astail; eg. [fun cb/ 3, State]. Valid actions are the atoms send or r ecv, to cause a
following message-valued action to be sent/received, a message to send/receive (binary() or diameter_packet record),
or aboolean() to enable/disable reading on the socket. More than one send/r ecv/message sequence can be returned
from the same callback, and an initial send/r ecv can be omitted if the same as the value passed as the callback's
first argument. Reading is initially enabled, and returning f al se does not imply there cannot be subsequent r ecv
callbacks since messages may already have been read. An empty tail is equivalent to the prevailing callback. Defaults
toacalback equivaenttofun(ack, ) -> []; (_, Msg) -> [Msg] end.

Remaining options are any accepted by ssl:connect/3 or gen_tcp:connect/3 for a connecting transport, or ssl:listen/2 or
gen_tcp:listen/2 for alistening transport, depending on whether or not { ssl _opti ons, true} hasbeen specified.
Options bi nary, packet and acti ve cannot be specified. Also, option port can be specified for a listening
transport to specify the local listening port, the default being the standardized 3868. Note that the option i p specifies
the local address.

Anssl _opti ons list must be specified if and only if the transport in question has set | nband- Security-1dto
1 (TLS), as specified to either diameter:start_service/2 or diameter:add_transport/2, so that the transport process will
receive notification of whether or not to commence with a TLS handshake following capabilities exchange. Failing
to specify an options list on a TLS-capable transport for which TLS is negotiated will cause TLS handshake to fail.
Failing to specify TLS capability when ssl _opt i ons has been specified will cause the transport process to wait
for a notification that will not be forthcoming, which will eventually cause the RFC 3539 watchdog to take down
the connection.

The first element of a non-empty Host - | P- Addr ess list in Svc provides the local IP addressif ani p option is
not specified. The local address is either returned fromstart/3 or passed in aconnect ed message over the transport
interface.

SEE ALSO
diameter(3), diameter_transport(3), gen_tcp(3), inet(3), sd(3)
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diameter_sctp

Erlang module

This module implements diameter transport over SCTP using gen sctp(3). It can be specified as the value
of a transport module option to diameter:add_transport/2 and implements the behaviour documented in
diameter_transport(3).

Exports

start ({Type, Ref}, Svc, [Opt]) -> {ok, Pid, [LAddAr]} | {error, Reason}
Types:
Type = connect | accept

Ref = dianeter:transport_ref()
Svc = #di ameter _service{}

Opt = OmnOpt | Sct pOpt

Pid = pid()

LAddr = inet:ip_address()
Reason = term()

OmOpt = {raddr, inet:ip_address()} | {rport, integer()} | {accept, Match}
| {unordered, boolean() | pos_integer()} | {packet, boolean() | raw |
{message_cb, dianeter:eval ()} | {sender, bool ean()}

SctpOpt = term()
Match = inet:ip_address() | string() | [Match]

The start function required by diameter_transport(3).

Optionsr addr andr por t specify the remote address and port for a connecting transport and not valid for alistening
transport: the former isrequired while latter defaultsto 3868 if unspecified. Multipler addr options can be specified,
in which case the connecting transport in question attempts each in sequence until an association is established.

Option accept specifies remote addresses for a listening transport and is not valid for a connecting transport. If
specified, a remote address that does not match one of the specified addresses causes the association to be aborted.
Multiple accept options can be specified. A string-valued Mat ch that does not parse as an address is interpreted
as aregular expression.

Option unor der ed specifies whether or not to use unordered delivery, integer N being equivalent to N =< CS,
where OS is the number of outbound streams negotiated on the association in question. Regardless of configuration,
sending isordered on stream O until reception of asecond incoming message, to ensure that a peer receives capabilities
exchange messages before any other. Defaultsto f al se.

Option packet determines how/if an incoming message is packaged into a diameter_packet record. If f al se then
messagesarereceived ashinary(). If t r ue then asarecord with thebinary() messageinthebi nfieldanda{ st r eam

| d} tupleinthet r ansport _dat a field, wherel d istheidentifier of theinbound stream the message was received
on. If r aw then as a record with the received ancillary sctp_sndrcvinfo record in the t ransport _dat a field.
Defaultstot r ue.

Optionsmessage_ch and sender have semantics identical to those documented in diameter_tcp(3), but with the
message argument to ar ecv callback being as directed by the packet option.
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An {outstream |d} tupleinthetransport_data field of a outgoing diameter _packet record sets the
outbound stream on which the message is sent, modul o the negotiated number of outbound streams. Any other value
causes successive such sends to cycle though all outbound streams.

Remaining options are any accepted by gen_sctp:open/1, with the exception of options node, bi nary, | i st,
activeandsct p_event s. Notethat optionsi p and port specify the local address and port respectively.
Multiple i p options can be specified for a multihomed peer. If none are specified then the values of Host - | P-

Addr ess inthedi anet er _ser vi ce record are used. Option por t defaults to 3868 for a listening transport and
0 for a connecting transport.

War ning:
An small receive buffer may result in a peer having to resend incoming messages: set the inet(3) option r ecbuf
to increase the buffer size.

An small send buffer may result in outgoing messages being discarded: set the inet(3) option sndbuf to increase
the buffer size.

SEE ALSO
diameter(3), diameter_transport(3), gen_sctp(3), inet(3)
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